
MC AC I MARYLAND COORDINATION AND ANALYSIS CENTER 

7125 Ambassador Road, Suite 130 • Baltimore, Maryland 21244 

Fe.bruary 21, 2020 

TO: House Judiciary Committee, Senate Judicial Proceedings Committee and Legislative 
Policy Committee · 

FROM: David Engel, Director, Maryland Coordination and Analysis Center 

SUBJECT: License Plate Reader (LPR) Program required information per Public Safety 
Article § 3- 509 

Maryland House Judiciary Committee: 
The Honorable Luke H. Clippinger - Chair 
House Office Building, Room 101 
6 Bladen Street, Annapolis, MD 21401 

Maryland Senate Judicial Proceedings Committee: 
The Honorable William C. Smith Jr.- Chair 
Miller Senate Office Building, 2 East Wing 
11 Bladen Street, Annapolis, MD 21401 - 1991 

Maryland Legislative Policy Committee: 
The Honorable Bill Ferguson- Co-Chair 
The Honorable Adrienne A. Jones- Co-Chair 
c/o Department of Legislative Services 
Legislative Services Building, Room 2008, 90 State Circle, Annapolis, MD 21401 

Honorable Chairmen and Chairwoman, 

In accordance with§ 2-1246 of the State Government Article, the Maryland Coordination and Analysis 
Center (MCAC) is reporting the following information regarding captured License Plate Reader (LPR) . 
data for 2019: 

1. The total number of automatic license plate reader units being operated in the state by 
law enforcement agencies and the number of units submitting data to the center: 493 
systems (418 mobile systems and 75 fixed sites) reported in 2019. 

2. The number of automatic license plate reader readings made by a law enforcement 
agency that maintains an automatic license plate reader database and the number of 
readings submitted to the center: 659,899,246 

*17 Law Enforcement Agencies are known to operate their own License Plate Reader 
storage server. Agencies with their own server are submitting an agency specific audit 
report. 



Audit Questions (Step 1) 

Th b I e e ow c art re ects h fl d ata receive 1y . db MCACf Ir d rom a 1e . 2019* aaenc1es m 

Maryland Coordination Analysis Center State-Wide LPR System Data Contribution 

Agency YTD 

Anne Arundel County Police Department 67,221,816 

Baltimore City Police Department 62,788,358 

Baltimore County Police Department 25,079,192 

Charles County_ Sherriff's Office 2,991,631 

Gaithersburg Police Department 2,408 

Harford County Sherriff's Office** 2,785,835 

Howard County Police Department 2,587,379 

Maryland Transportation Authority (MDTA) Police 310,972,410 

Maryland State Police 109,460,846 

Montgomery County Police Department 5,448,907 
-

Ocean City Police Department 14,729,416 

Prince Georges County Police Department*** 37,628,906 

University of Maryland Police Department 10,000,468 

University of Towson Police Department 3,714,242 

Total Data Cotlected by MCAC 659,899,246 
.. 

* Cecil County Sherriff s Office, Annapolis City Police Department and National Capital Park 
Police are submitting individual reports. 
"*Stood up their own server during 2019. 
***Disconnected from MCAC in 2019. 

3. The number of automatic license plate reader readings being retained on the automatic 
license plate reader database: 659,899,246 

4. The number of requests made to the MCAC: 4,858 

5. The number of requests that resulted in a release of information: 3,320 

6. The number of out of state requests: 381 

7. The number of federal requests: 612 

8. The number of out of state requests that resulted in a release of information: 195 

9. The number of federal requests that resulted in a release of information: 461 



Audit Questions (Step 1) 

10. Any data breaches or unauthorized uses of the automatic license plate reader database: 
No 

11. A list of audits that were completed by the center or a law enforcement agency: A 
random selection of at least 1% of all relevant request (4,858 * 0.01 = 49. Minimum 
required per MCAC Model Audit Policy is 50). 50 records were audited. 

12. The Department of State Police and any law enforcement agency using an automatic 
license plate reader system shall adopt procedures relating to the operation and use of 
the system. The procedures shall include: 

i. Which personnel in the Center or a law enforcement agency are authorized to query 
captured plate data gathered by an automatic license plate reader system: Thirty-six 
(36) Maryland Coordination and Analysis Center employees are authorized to query 
the database. 

ii. An audit process to ensure that information obtained through the use of an 
automatic license plate reader system is used only for legitimate law enforcement 
purposes, including audits of requests made by individual law enforcement agencies 
or an individual law enforcement officer: The Maryland Coordination and Analysis 
Center developed and implemented a Model Audit Policy in August 2015. The policy 
was disseminated to all Maryland law enforcement agencies on October 1, 2015. The 
audit process is explained above in question #11. See attached supporting 
documentation. 

Procedures and safeguards to ensure that Center staff with access to the automatic 
license plate reader database are adequately screened and trained. The MCAC 
procedures and safeguards consist of the following training and standards: 

a. 28 CFR Part 23 - Collection and Exchange of Intelligence Records. 
b. Maryland Coordination and Analysis Center License Plate Reader Standard 

Operating Procedures. 
c. 8 Hour License Plate Reader Practicum training approved through the 

Maryland Police Training and Standards Commission. 
d. All Maryland Coordination and Analysis Center personnel have a background 

clearance completed by the Department of Homeland Security and/or FBI. 

Director 
Maryland Coordination and Analysis Center 
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Goal 

1 

2 

3 

4 

5 

6 

7 

8 

9 

Agency: 

Re'<tiewedl 
By: 

Audit Questions (Step 1) 

Question 

Have procedures been adopted related to 
the operation and use of the LPR 

System? (Cite policy number) 

Are staff with access to Automatic 
License Plate Reader database 

adequately screen and trained in the 
proper use of the system and all the 
privacy policies related to thereto? 

Does the agency maintain training 
records for each user? 

Is the training curriculum maintained? 

Are the training records reviewed for 
relevance and effectiveness? 

Does the agency accept law enforcement 
request for license plate captured data 

collected by and LPR system? 

If historical data is accessed, does the 
agency have an audit trail? 

Is the audit trail maintained for at least 3 
years? 

Have audit procedures been adopted to 
ensure that information obtained through 
the use of an LPR system is used only for 

legitimate law enforcement purposes? 

Maryland Coordination and Analysis 
Center 

D/Sgt Keith Johnson # 5231 \ i t /J,-- -
MCAC/MSP . V\.J.../1/ . 
Lt William Cheuvort, ,,., fl j~ 
Howard County PD L-t/JJ~ l)l.faJ V 

Answer 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Comments 

MCAC Model Policy for LPR 
adopted by AT AC 

Clearances/ Employment 
Screening and Onboarding 

Process 

Paper records for MSP 
Users 

MPTSC Certified Operator 
and Train the Trainer. LPR 
Operator expires 10/21 and 
LPR Train the Trainer 6/21. 

Yearly and following 
training. 

RFS Process 

Scope of'' 50- records from 2019 
.. Aud_i,: ~ request 

Date 
e I ted 2/19/2020 ..omp1e _ : 

,, 
Date; 2/20/2020 

Completed:;-; 
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- ~ ... ' ~· . 
Q_~estio.n # 1 Agency· -Question # 2 ls the -Question # 3 ls the Question # 4 Does Qu~lin # 5 Has the Results: Findings 

, 
' ;, 

~- ; . ,· Case# date and time of purpose of the the request include request been ' shall be listed as: • < . 
. ' ,:--·~•.-_.~: ;_i , •• :t •. -• request request th~ identify of the validated through Accurate, . . C •, ! 0: p· ,_. r "J • .. ..... - .. - .. " documented? ·' "~ documented? agency requesting the requesters Inaccurate, Unable . . ' 

, 
~ 

. 
' , . .... -- . ' the query? agency? to locate or - r ' . , .. f, . I, 

Incomplete . - ' I ' - ;- .!: ,, ' ' . ' C - .. ' Audit Record Number - . ~ ~ . - ' ~. ._ 

Audit Record 1 {•I~ '-• I" Ii, I ./ \ (.4 ('\ Lil~ Acc.11,,.,.:,-c::, 
J ,J J V v 

Ac.c~rn1e Audit Record 2 , ,,,.,, , .,_ ... , .1\ c. I'S. I , ( 

Audit Record 3 
J J v J J -

,'!CCw,«.. Lr~ .... , , . (. s 1,I ~ ' .,. ,· 
J \J ~ v J 

t')C,Cu.l ,rlc_ Audit Record 4 r,l C:. r _, (. , (. s r ., " <...-\ 
" v 

t~r;'!; ~ ... \ 
,J 
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" IJ V V ,..J 

Audit Record 7 ' ,I '\ .; ~ ( .. }.; , ,t \'. LlC' S t, cc v.fn i {. 
-J IJ IJ \J V 

l1c,'-u..,n'k.. Audit Record 8 uo U) l,I ;\ ,__,. ~ { ,.,.. ( 
..., 

" J V " AC',·uord( Audit Record 9 ut:S , .~e <..tS , ., ~ UI\ 
u J V J I.I 

,,,, . .... nd·c.. Audit Record 10 1.tU l,,{,) ulS .. -e5 \.J ~5 ..., V u V V 

Audit Record 11 ,,,,.:; t.M. \ ,.~ ,.,, 5 ul'S ACC"'-~<.. 

" V ,J .J J 
tk:(...rrrlc... Audit Record 12 . ,,_ ... (t., c;. L<L~ LtlS I.,\ 

:J IJ ,J V ,J 

Audit Record 13 : 41' ( ,., s r ,,._ r ,,. S <u" ~co..r,•dt 
... J V V J 

Audit Record 14 ,,,, ., t..!5 I,,. _', I ,r { uc<.. rn··, ,...A"ic 
J J \) ,J V 

,A,.n,,,..,f-,r Audit Record 15 1,l.~ r .. ,s lL.~ Id\. I .r\ 
J J ,J ,) " Arcu..f1'\ic., Audit Record 16 •~L'\. L,,( _<;, <,,~) f.,t I • _, ( 
J V V V ;J 

t:!«· .• J'M"t!. Audit Record 17 1.,( u,C 4(:$ Lt:c; ,., ... 
J .) u 

" J 
A--c uJ"'--lG Audit Record 18 ,, , s , ..• , ( ., ~ c...., .'\. I, .. \'. 

.-}lo ,J J \) V 
V $ f)CC~ Audit Record ·11 r Jt.5, l.,1,( .<. \..\eS w .\ t.,, 

<J ..., V V V 
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J 

~ 

\J V ,J 

Audit Record 21 l.>.l-l (..\{S Ul.~ Lil.S ut< Acr,,~ifk.. 
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Audit Record 22 '-'~"' U.d I,,,.\ I ,(.C i ~.: tAfr•MrrfG 
J V ,j V " - Audit Record 23 , .. ~.:. ul'i. !At'(, lnC'i. C..,•<:. na:,.,_f ,rfc. 
J ,J ... v V 

Audit Record 24 /,,!_ 'i l,l'S, I,..'- L,p~ ,.,.,:: nA<•u..rnt 
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., - ,J 
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" -J .., V ,J 

Audit Record 30 ,~:I'. 'i LI~) (I(,~ U·-"'- , . .-... r,cx..,..,4 
,J I.I IJ ,J ,J 

Audit Record 31 i,.-C ue.'> ws l.i(.5 1,1d A(l'.v.,r-,..fe.. 
-.., u ,J .J J 

Audit Record 32 '""' ll-'~ <..V, L: ~-"' u-c.\ .vC'.\.\..rl"t--lr 
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,a,.,., ..-kit--Audit Record 35 L•i~ ur~ t.,(5, , ,,,<. Uc,) 

J . .., 
\I V II 
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" ,J J .J J aqc,u..(,,•k Audit Record 46 .. ,,. L,tS (...:'.~ lit\ ut-> 
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2 



Audit Record 48 

Audit Record 50 

Audit Record 50 

Submitting Agency: 

Scope of Audit 

Prepared By: 

Date Prepared: 

~ 

--~ 

Maryland Coordinated Analysis Center 

January 2019 through December 2019 

D/Sgt Walter Johnson 

2/19/2020 

e,S_ 

Reviewing Agency: 

Reviewed By: 

Date Reviewed: 

~c.uJ-n1C... 

cc..o..rt'\-le::.. 

1!CC..w""f..(, 

Boward County Police Department 

Lt William Cheuvort A_· 
2/20/2020 U .J,p~ ~ \J 
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DATE: 

TO: 

FROM: 

Anne Arundel County Police Department 
8495 Veterans Highway Millersville, Maryland 21108 

(410) 222-8050 

January 30, 2020 

www .aacounty.org/pol ice 

Timothy J. Altomare 
Chief of Police 

House Judiciary Committee, Senate Judiciary Proceedings 

Committee & Legislative Policy Committee 

Anne Arundel County Police Department 

Lieutenant Anthony Grover 

SUBJECT: License Plate Reader (LPR) Program Report required per Public Safety 
Article § 3-509 

Maryland House Judiciary Committee: 

The Honorable Luke H. Clippinger - Chair 

House Office Building, Room 101 

6 Bladen Street, Annapolis, MD 21401 

Maryland Senate Judicial Proceedings Committee: 

The Honorable William C. Smith - Chair 

Miller Senate Office Building, 2 East Wing 

11 Bladen Street, Annapolis, MD 21401 - 1991 

Maryland Legislative Policy Committee: 

The Honorable Bill Ferguson- Co-Chair 

The Honorable Adrienne A. Jones- Co-Chair 

c/o Department of Legislative Services 

Legislative Services Building, Room 200B, 90 State Circle, Annapolis, MD 21401 

Nationally Accredited Law Enforcement Agency 



Anne Arundel County Police Department 
8495 Veterans Highway Millersville, Maryland 21108 

(410) 222-8050 
www.aacounty.org/police 

Timothy J. Altomare 
Chief of Police 

Honorable Chairmen and Chairwoman, 

In accordance with§ 2-1246 of the State Government Article, The Anne Arundel County Police 
Department and Analysis Center (MCAC) is reporting the following information regarding 
License Plate Reader data for 2019: 

1. The total number of automatic license plate reader units being operated in the state by 
law enforcement agencies and the number of units submitting data to the Maryland Coordination 
and Analysis Center: 

The Anne Arundel County Police Department has a total of 9 fixed LPR sites (36 individual 
cameras) and 29 mobile units (55 individual cameras operated in pairs). All units operated by the 
Anne Arundel County Police department submit data to the Maryland Coordination and Analysis 
Center. 

2. The number of automatic license plate reader readings made by a law enforcement 
agency that maintains an automatic license plate reader database and the number of readings 
submitted to the Maryland Coordination and Analysis Center. 

In 2019, the Anne Arundel County Police Department conducted 67,22 J ,816 license plate reads 
from both fixed and mobile LPR readers. Barring any technological issues, every reading was 
submitted to the Maryland Coordination and Analysis Center. 

3. The number of automatic license plate reader readings being retained on the automatic 
license plate reader database. 

No license plate readings or data from the calendar year 2019 are being retained in the local 
Anne Arundel County license plate reader database. The Arundel Arundel County Police 
Department submits all plate reader readings to the Maryland Coordination and Analysis Center 
and only maintains 24 hours ( I day) of historical readings from its fixed sites, on its local 
automatic license plate reader server. All LPR readings older than 24 hours ( 1-day) are 
automatically purged from the database. The Anne Arundel County Police Department has 
--zero" retention of "historical" LPR reading obtained from mobile LPR units. 

Nationally Accredited Law Enforcement Agency 



Anne Arundel County Police Department 
8495 Veterans Highway Millersville, Maryland 21108 

(410) 222-8050 
www.aacounty.org/police 

Timothy J. Altomare 
Chief of Police 

4. The number of requests made to the law enforcement agency that maintains an automatic 
-license plate reader database for automatic license plate reader data, including specific numbers 
for: 

a. The number of requests that resulted in a release of information. 

Zero. (There were no requests from another agency to access the Anne Arundel County 
database.) 

b. The number of out of state requests. 

Zero. (There were no requests from another agency to access the Anne Arundel County 
database.) 

c. The number of federal requests. 

Zero. (There were no requests from another agency to access the Anne Arundel County 
database.) 

d. The number of out of state requests that resulted in a release of information. 

Zero. (There were no requests from another agency to access the Anne Arundel County 
database.) 

e. The number of federal requests that resulted in a release of information. 

Zero. (There were no requests from another agency to access the Anne Arundel County 
database.) 

5. Any data breaches or unauthorized uses of the automatic license plate reader database. 

There were no data breaches or unauthorized use of the automatic license plate reader 
database. 

6. A list of audits that were completed by the law enforcement agency. 

The Anne Arundel County Police Department conducted 55 queries of historical data stored on 
the automatic license plate reader database/server for calendar year 20 l 9. Of the 55 queries, 29 
were for a verifiable law enforcement purpose and were all for the same investigation. The 
remaining 26 queries were audits, system function tests to ensure system functionality or 
training. 

Nationally Accredited Law Enforcement Agency 



Anne Arundel County Police Department 
8495 Veterans Highway Millersville, Maryland 21108 

(410) 222-8050 
www.aacounty.org/police 

Timothy J. Altomare 
Chief of Police 

The Department of State Police and any law enforcement agency using an automatic license 
plate reader system shall adopt procedures relating to the operation and use of the system. The 
procedures shall include: 

1. Which personnel in the law enforcement agency are authorized to query captured plate 
data gathered by an automatic license plate reader system. 

Anne Arundel County Police Index Code 1834 states: 

"'Historical data maintained on Anne Arundel County Police computer servers may only be 
accessed by authorized agency personnel and authorized MCAC members. Only trained 
personnel may access system data on the Anne Arundel County computer server. Training is 
provided through the Technology Section. Access to the system is issued through user name, 
password and access level control as granted by the LPR Administrator via the 
Technology Section. Accessibility levels determine if personnel can add tags, conduct 
queries and/or run audit reports. Activity of all users is tracked and logged for audit 
purposes" . ... 

Currently there are 9 users authorized to query the database. 

2. An audit process to ensure that information obtained through the use of an automatic 
license plate reader system is used only for legitimate law enforcement purposes, including 
audits of requests made by individual law enforcement agencies or an individual law 
enforcement officer. 

The Anne Arundel County Police Department's Staff Inspections Unit is charged with 
conducting and/or reviewing audits to ensure compliance with rules and regulations pertaining to 
the legitimate use of LPR data. The Anne Arundel County Police Department received the 
model policy from the Maryland Coordination and Analysis Center and has adopted its 
recommended audit method. 

3. Procedures and safeguards to ensure that department staff with access to the automatic 
license plate reader database are adequately screened and trained. 

Users of the Anne Arundel County Police LPR system are limited and are required to log onto 
the LPR software via issued county credentials. Activity within the system is logged. Access 
and scope of access is regulated by the department's LPR Administrator and is based on job 
position, job duties or assignment. Only properly trained individuals are permitted to conduct 
queries on the Anne Arundel County Police license plate reader database. All users (with 
database query abilities) must successfully complete a 4-hour training class. All users have had 
undergone back!_.,rround screening by virtue of their employment with the police department. 

Nationally Accredited Law Enforcement Agency 



Audit Questions (Step 1) 

Goal Question Answer Comments 
1 Have procedures been YES NO Anne Arundel County Police 

adopted relating to the Department - Index Code 
operation and use of the 1834 License Plate Reader 
LPR system? [Cite policy Program (LPR) 

number 
2 Are staff with access to YES NO Only LPR administrators 

the Automatic License and sworn police officers 
Plate Reader database who operate a mobile LPR 

adequately screened and system are granted access 
trained in the proper use to the local database. All 

of the system and all these officers are trained in 
I 

privacy policies relating the proper use and policies 
thereto? governing the use of data. 

3 Does the agency maintain YES NO 
training records for each 

user? 
4 Is the training curricula YES NO 

maintained? 
5 Are training records YES NO 

annually reviewed for 
relevancy and 
effectiveness? 

6 Does the agency accept YES NO The Anne Arundel County 
law enforcement requests Police Department does not 

for license plate data accept outside requests. 
collected by an LPR All outside agency requests 

system? are referred to MCAC. 
7 If historical data is YES NO Access to historical data 

accessed,doesthe requires a reason to be 
agency have an audit logged within the software 

trail? used to access the historical 
data. All activity is logged 

by the LPR software. 
8 Is the audit trail YES NO 

maintained for at least 3 
years? 

9 Have audit procedures YES NO The Staff Inspections Unit 
been adopted to ensure of the Anne Arundel County 
that information obtained Police Department is tasked 

through the use of an with ensuring proper use of 
LPR system is used only the LPR system. 

for legitimate law 
enforcement ourooses? 

AGENCY: Anne Arundel County Police Dept. SCOPE OF AUDIT: Review of logs/documents 

COMPLETED BY: Lt. Anthony Grover/Community DATE COMPLETED: 1/30/20 
Relations 

REVIEWED BY: A/Sgt. Eric Burns/Staff Inspections DATE REVIEWED: 1/30/20 



Question# 1 Question #2 Question# 3 Question #4 Question #5 Results 
Does the request include Findings shall be listed 
the identity of the Has the request been as: Accurate, Inaccurate, 

Is the date and time of Is the purpose of the agency requesting the validated through the Unable to locate or 
Record# Report/Incident Number request documented? request documented? query? requesters agency? Incomplete 

1/31/2019 Audit yes yes yes yes Accurate 
1/31/2019 Audit yes yes yes yes Accurate 
1/31/2019 Audit yes yes yes yes Accurate 
1/31/2019 Audit yes yes yes yes Accurate 

2/6/2019 System Test yes yes yes yes Accurate 
2/22/2019 19-057230 yes yes yes yes Accurate 
2/22/2019 19-057230 yes yes yes yes Accurate 
2/22/2019 19-057230 yes yes yes yes Accurate 
2/22/2019 19-057230 yes yes yes yes Accurate 
2/22/2019 19-057230 yes yes yes yes Accurate 
2/22/2019 19-057230 yes yes yes yes Accurate 
2/22/2019 19-057230 yes yes yes yes Accurate 
2/22/2019 19-057230 yes yes yes yes Accurate 
2/22/2019 19-057230 yes yes yes yes Accurate 
2/22/2019 19-057230 yes yes yes yes Accurate 
2/22/2019 19-057230 yes yes yes yes Accurate 
2/22/2019 19-057230 yes yes yes yes Accurate 
2/22/2019 . 19-057230 yes yes yes yes Accurate 
2/22/2019 19-057230 yes yes yes yes Accurate 
2/22/2019 19-057230 yes yes yes yes Accurate 

2/22/2019 19-057230 yes yes yes yes Accurate 

2/22/2019 19-057230 yes yes yes yes Accurate 

2/22/2019 19-057230 yes yes yes yes Accurate 

2/22/2019 19-057230 yes yes yes yes Accurate 

2/22/2019 19-057230 yes yes yes yes Accurate 
2/22/2019 19-057230 yes yes yes yes Accurate 
2/22/2019 19-057230 yes yes yes yes Accurate 
2/22/2019 19-057230 yes yes yes yes Accurate 
2/22/2019 19-057230 yes yes yes yes Accurate 
2/22/2019 19-057230 yes yes yes yes Accurate 



2/22/2019 19-057230 yes yes yes yes Accurate 
2/22/2019 19-057230 yes yes yes yes Accurate 
2/22/2019 19-057230 yes yes yes yes Accurate 
2/22/2019 19-057230 yes yes yes yes Accurate 

10/11/2019 System Test yes- yes yes yes Accurate 
10/11/2019 System Test yes yes yes yes Accurate 
10/11/2019 System Test yes yes yes yes Accurate 
10/11/2019 System Test yes yes yes yes Accurate 
10/11/2019 System Test yes yes yes yes Accurate 
11/7/2019 System Test yes yes yes yes Accurate 
11/7/2019 System Test yes yes yes yes Accurate 
11/7/2019 System Test yes yes yes yes Accurate 
11/7/2019 System Test yes yes yes yes Accurate 

12/16/2019 System Test yes yes yes yes Accurate 

12/16/2019 System Test yes yes yes yes Accurate 

12/16/2019 System Test yes yes yes yes Accurate 

12/16/2019 System Test yes yes yes yes Accurate 

12/16/2019 System Test yes yes yes yes Accurate 

12/16/2019 System Test yes yes yes yes Accurate 

12/16/2019 System Test yes yes yes yes Accurate 

12/16/2019 System Test yes yes yes yes Accurate 

12/16/2019 System Test yes yes yes yes Accurate 

12/16/2019 System Test yes yes yes yes Accurate 

Certifying Offii Lieutenant Anthony Grover #1045 Date: 1/30/20 



DATE: February 24, 2020 

POLICE DEPARTMENT 

199 Taylor Avenue 
Annapolis, Maryland 21401 

TO: House Judiciary Committee, Senate Judicial Proceedings Committee, & 

Legislative· Policy Conimittee Q /U (\ J_l ')l{ ( {M 
FROM: Edward C Jackson - Chief_of Police-Annapolis Police p-\.JO 
SUBJECT: License Plate Reader (LPR) Program required information per Public 
Safety Article 3-509 

Maryland House Judiciary Committee: 
Chair -The Honorable Luke H. Clippinger - Chair 
House Office Building, Room 101 
6 Bladen Street, Annapolis, MD 21401 

Maryland Senate Judicial Proceedings Committee: 
Chair - The Honorable William C Smith - Chair 
Miller Senate Office Building, 2 East Wing 
11 Bladen Street, Annapolis, MD 21401 - 1991 

Maryland Legislative Policy Committee: 
Co-Chair-The Honorable Bill Ferguson-.Co-Chair 
Co-Chair - The Honorable Adrienne A. Jones - Co-Chair 
c/o Department of Legislative Services 
Legislative Services Building, Room 200B, 90 State Circle,Annapolis; MD 21401 

Honorable Chairmen, 

In accordance with 2-1246 of the State Government Article, the Maryland Coordination 
& Analysis Center (MCAC) is reporting the following information regarding captured 
License Plate Reader (LPR) data for 2019: 

An Accredited Agency 



POLICE DEPARTMENT 

199 Taylor Avenue­
Annapolis, Maryland 21401 

1. The total number of automatic license plate reader units being operated in the City 
of Annapolis by law enforcement which are not being submitted to MCAC data 
center are: 

During the reporting period _Annapolis Police had (10) LPR units. Seven 
fixed units and three mobile units. 

2. The total number oflicense plate read(s): 

The Annapolis Police Department had a total of 3,397,019LPR reads with 
3,345,754 from fixed units and 51,265 from mobile units. 

3. The number of automatic license plate reader readings being retained on the 
automatic license plate reader database by the Annapolis Police as of 24 February 
2020: 5,590,063 

4. The number of queries made by personell of the Annapolis Police: 

a. For the 2019 calendar year the Annapolis Police queried the EL SAG 
system a total of 248 times. 

i. Number of request that resulted in release of information: 248 
ii. Number of out-of-state request: 0 
iii. Number of federal request: 1 
iv. Number of out-of-state request resulting in information release: O 
v. Number of federal request resulting in information release: 0 

5. Any data breaches or unauthorized uses of the automatic license plate reader 
database: None 

An Accredited Agency 



POLICE DEPARTMENT 

199 Taylor Avenue 
Annapolis, Maryland 21401 

6. A summary of audits conducted by the Annapolis Police Department: 

a. Pursuant to Senate Bill 699, the Annapolis Police Department conducted 
an audit fro the calendar year 2019 of the LPR database maintained by the · 
Annapolis'Police Departm·ent. 

b. A total of 248 queries were conducted by Annapolis Police Department 
personnel in calendar year 2019 

c. In accordance with departmental policy and state law 50 records were 
randomly selected for audit. 

An Accredited Agency 
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POLICE DEPARTMENT 

199 Taylor Avenue 
Annapolis, Maryland 21401 

Question . . . 
. " 

Have procedures been a,dppied relatin.,g 
to the operation and use ·of the· LPR . 

system? 
Are staff with access to the Automatic 

License Plate Reader database 
adequately screened and trained? 

Does the agency maintain training 
records for each user 

Is training curricula maintained? 

Are training records annually reviewed 
for relevancy and effectiveness? 

Does the agency accept law 
enforcement request for historical plate 

data, collected by an LPR system? 

If historical data is accessed,, does the 
agency have an audit trail? 

~s the audit trail maintained for 2 
years? 

H~ve adult procedures been adopted to 
ensure that information obtained 

through the use of an LPR system is 
used for legitimate law enforcement 

purposes. 
AGENCY 

• - ... .. ,r, ' 

Answer . . 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

An Accredited Agency 

Annapolis Police 
Department 



Riei,i •I Ht•U~ti ll 
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# 

1 

2 19-5941 

3 19-5941 

4 19-5941 

5 19-SSIS 

6 19-5515 

7 19-5515 

8 19-5515 

9 19-5515 

10 19-5515 

11 19-5S1S 

12 19-55l5 

13 19-S5l5 

14 19-5515 

IS 19-5515 

16 19-5515 

17 19-SS\l 

18 19-551 I 

19 19-551 I 

POLICE DEPARTMENT 

199 Taylor Avenue 
Annapol i s, Maryland 21401 

UuH• und time h thL• purp1,-.t• 

of tin• ll'l.Jllt'l of lhl· lt."l)Ul..._l 

d11ru1u r nh:il tloc11n1t11kd 

12-19-1910:22 Yes 

12-19-19 10:17 Yes 

12-19-19 10:06 Yes 

11-2S-19 14:04 Yes 

11-25-1914:06 Yes 

11-25-19 14:07 ·Yes 

11-25-l 9 14;07 Yes 

l1-2S-l914:08 Yes 

11-25-1914:09 Yes 

ll-25-19 14:10 Yes 

11-25-19 14:12 Yes 

l1-25-l914:13 Yes 

11-2S-19 14:14 Yes 

I 1-25-19 14:14 Yes 

11-25-19 14:15 Yes 

11-7-19 12:42 Yes 

I 1-7-19 12:43 Yes 

11-7-19 12:43 Yes 

■I Yes _.,_.·.Yes 

Yes Yes 

Yes Yes 

Yes Yes 

Yes Yes 

Yes Yes 

Yes . Yes 

Yes Yes 

Yes Yes 

Yes Yes 

Yes Yes 

Yes Yes 

Yes Yes 

Yes Yes 

Yes Yes 

Yes Yes 

Yes Yes 

Yes Yes 

Yes Yes 

~ t(lfl \ ~~ 
~ ,._, -~ 
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ln,11.: \.:urnh: , l 11.1hlr 
io l1n:a1t• f 

l11(UJ11\ilC'U. • 

Accurele 

Accllfate 

Accurate 

Accurate 

Accurate 

Accurate 

Acwrate 

Accurate 

Accurate 

Accurate 

Accurate 

Accurate 

Accurate 

Accurate 

Accurate 

Accurate 



20 19-4981 10-16-1912:00 Yes 

21 19-4981 10-16-19 12:01 Yes 

22 19-498) 10-16-19 12:01 Yes 

23 19-4981 10-16-19 12:01 Yes 

24 19-4313 09-03-19 09:46 Yes 

25 19-4313 09-03-19 09:47 Yes 

26 19-4313 09-03-19 09:48 Yes 

27 19-4313 09-03-19 09;50 Yes 

28 19-4313 09-03-19 09:52 Yes 

29 19-4239 08-29-19 13:4S Yes 

30 19-4239 08-29-19 13:46 Yes 

31 19-4239 08-29-19 13:47 Yes 

32 19-4239 08-29-19 13:48 Yes 

33 19-4239 08-29-19 13:49 Yes 

34 19-4239 08-29-19 13:50 Yes 

35 19-4239 08-29-19 13:SO Yes 

36 19-4239 08-29-19 13:50 Yes 

37 i.m-19-'lll-OS 08-27-19 08:22 Yes 

38 isu-19-08-0S 08-27-19 08:21 Yes 

POLICE DEPARTMENT 

199 Taylor Avenue 
Annapolis, Maryland 21401 

■I Yes Yes 

.-Yes Yes 

Yes Yes 

Yes Yes 

Yes Yes 

Yes Yes 

Yes Yes 

Yes Yes 

Yes Yes 

Yes Yes 

Yes Yes 

Yes Yes 

Yes Yes 

Yes Yes 

Yes Yes 

Yes Yes 

Yes Yes 

Yes Yes 

' Yes Yes 

An Accredited Agency 
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Accurate 

Accw,ite 

Accurate 

Accurate 

Accurate 

Accurate 

Accurate 

ACCW11te 

Accurate 

Accurate 

Accurate 

Accurate 

Accurate 

Accurate 

Accurate 

Accunitc 

Accurate 
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39 19-2794 06-1'1-19 12:28 Yes 

40 19-2794 06-11-19 12:30 Yes 

41 19-2794 06-11-19 12:30 Yes 

42 19-2794 06-11-19 12:32 Yes 

43 19-2794 06-11-19 12:34 Yes 

44 19-2794 06-11-1915:09 Yes 

45 19-2794 06-11-19 15:09 Yes 

46 19-2794 06-11-19 15:10 Yes 

47 19-2794 06-11-1915:I0 Yes 

48 19-2794 06-11-19 15:11 Yes 

49 19-2794 06-11-1915;11 Yes 

50 19-2794 06-11-191S:ll Yes 

POLICE DEPARTMENT 

199 Taylor Avenue 
Annapolis, Maryland 21401 

■I 
,\erurat, I ·• --- , · 
lnrtu:u11Jh: ,r I n.,hk 
th ln{'iltt' / . 

lu(umpll-k 

Yci Yes Accwatc 

Yes Yes Accurate 

Yes Yes Accurate 

Yes Yes Accurate 

Yes Yes Accurate 

Yes Yes Accurate 

Yes Yes Accurate 

Yes Yes Accurate 

Yes Yes Accurate 

Yes Yes Accurate 

Yes Yes Accurate 

Yes Yes Accurate 
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BALTIMORE POLICE DEPARTMENT 

Bernard C. "Jack" Young 
Mayor 

DATE: February 20, 2020 

TO: House Judiciary Committee, Senate Judicial Proceedings Committee, & Legislative 
Policy Committee 

FROM: Major Samuel Hood III 
LPR Director · . 
Baltimore Police Department 

Micha11I S, Harrison 
Pollca Commlssi0mn 

SUBJECT! License Plate Reader (LPR) Program required infonnation per Public Safety Article 3-509 

Maryland House Judiciary Committee: 
The Honorable Luke H. Clippinger - Chair 
House Office Building, Room 101 
6 Bladen Street, Annapolis, MD 21401 

Maryland Senate Judicial Proceedings Committee: 
The Honorable William C. Smith - Chair 
Miller Senate Office Building, 2 East Wing 
11 Bladen Street, Annapolis, MD 21·401 - 1991 

Maryland Legislative Policy Committee: 
The Honorable Bill Ferguson- Co-Chair 
The Honorable Adrienne A. Jones- Co-Chair 
c/o Department of Legislative Services 
Legislative Services Building, Room 2008, 90 State Circle, Annapolis, MD 21401 

Honorable Chainnen and Chairwomen, 

In accordance with 2-1246 of the State Government Article, the Baltimore Police Department is reporting the 
following infonnation regarding captured License Plate Reader (LPR) data 2018: 

1. The total number of automatic license plate reader units being operated by the Baltimore Police 
Department .and submitting data to the Depart~ent: 

D\lring the reporting, period 45 License Plate Reader Systems reported data to BPD. Thirty- three 
of the LPR systems are moblte units, ten are fixed units and two are portable trailers, · 

clo 242 West 29th Street • Baltimore, Maryland 21211-2908 • 410-396-2525 



2. The number of automatic license plate reader readings made by a law enforcement agency that 
maintains an automatic license plate reader database and the number of readings submitted: 

The Baltimore Police Department captured 60,440,181 reads on the Police Department's server. 
The server was operational throughout 2019. The same number of reads were submitted. 

3. The number of automatic license plate reader readings being retained on the automatic license 
plate reader database: 

As of December 31, 2019, shty million, four hundred forty thousand, one hundred eighty-one 
reads were on BPD's server. 

4. The number of 1·equests made to the center and each law enforcement agency that maintains an 
automatic license plate reader database for automatic license plate reader data, including specific 
numbers for: 

The number of searches that were conducted in 2019 was 14051. 

5. The number of requests that resulted in a release of information: 

342 reports were exported that contained LPR data. 

6. The number of out of state requests: 0 

7. The number of federal requests: 0 

8. The number of out of state requests that resulted in a release of information: 0 

9. The number of federal requests that resulted in a release of information: 0 

10. Any data breaches or unauthorized uses of the automatic license plate reader database: None 

11. A list of audits that were completed by the center or a law enforcement agency: 

One hundred and forty-one searches were audited, one percent of 14051 records that were 
searched. 

12. The Department of State Police and any law enforcement agency using an automatic license plate 
reader system shall adopt procedures relating to the operation and use of the system. The 
procedures shall include: 

i. Which personnel in the Center or a law enforcement agency are authorized to query 
captured plate data gathered by an automatic license plate reader system. 

Currently there are 458 Baltimore Police Department and related agency employees that 
are authorized to query the database. 



ii. An audit process to ensure that information obtained through the use of an automatic 
license plate reader system is used only for legitimate law enforcement purposes, 
including audits of requests made by individ_ual law enforcement agencies or an 
individual law enforcement officer. 

The Maryland Coordination and Analysis Center developed and impl~mented a Model 
Audit P-olky in August 2015. The pollcy was rlis-$eminated t-0 all Maryland law 
enforcement agencies on October 1;201s. Th.e audit process is attached. 

iii. Procedures and safeguards to ensure that Center staff with access to the automati~ license 
plate reader d~tabase are adequately screened and trained, The BPD procedures and 
safeguards consists of the following training and standards: 

a. Baltimore Police Department Policy #1015, updated in February of 2019 to 
reflect the deployment of the server. 

b. Four Hollr License Plate Reader Practicum training approved through the 
Maryland Police and Corrections Trarning Commission for all Car Systems 
users. EOC Users attend a two hour cours~ that.was presented by the in J;iouse 
MCAC certified trainers. . 

c. All Baltimore Police Department personnel have ba~kgrouud clearance 
completed by the Department, 

Major Samuel Hood III 
LPR Program Director 



AUDtT QUESTIONS (Step 1) 

Goal Question Answer Comments 
l · Have procedures been adopted relating YES The current policy is 1015 th~t was 

to the operation and use of the LPR updated in February of 2019. . . 
system? 
[Cite policy number] 

2 Are staff with access to the Automatic YES 
License Plate Reader database adequately 
sc;reened and trained'ln the proper use of 
the :5ystem and all privacy policies 
• relating thereto"? 

3 Does the ·agency maintain training YES Agency records are maintained 
records for each user? through sign in sheets for training 

A Is the training curriculum maintained? YES BPD officers attended MCAC's Train 
the Trainer and now maintain training 
curriculum for both Car Systems and 
Investigator. trainings. 

5 Are training reco_rds annually reviewed YES Users are reviewed for assignment 
for relevancy and effectiveness? and/ or separation. Curriculum will 

also be reviewed and updated; 
6 Does the ag~ncy. accept·law enforcement NO . . 

requests for license plate data collected 
by an LPR system? 

7 If historical data is accessed, does the YES 
agency have an audit trail? 

·. 

8 Is the audit trail maintained for at least 3 YES The audit trail will be kept for 3 
years? . years. · Our server came on line in 

August of 2018. 
9 Have audit procedures been adopted to YES 

ensure that information obtained through . 

the use of an LPR system is used only _for 
legitimate law enforcement purposes? 

AGENCY: 'Baltimore Police Department SCOPE OF AUDIT: 141 Reads 
COMPLETED BY: Elizabeth Hart DATE COMPLETED: 2-20-20 
REVIEWED BY: Major Samuel Hood DATE. REVIEWED: 2-24-20 



SAMPLE AUDIT QUESTIONS (Step 2) 

Que..stion#l Que·stion #2 Q,uestion#3 Question Question#S Results 

ff4 

Record Report/ lncldent ls the date ls the Does the Has the Findings shall 
# ff and time of purpose of request request be listed as: 

request the request include the been Accurate, 

documented? documented? identity of validated Inaccurate, 
-·the agency through the Unable to 

' requesting requesters' locate or 
the query? agency? Incomplete 

· 1 19a2514 Yes Yes N/A N/A Accurate ·. 

2 Home ln~asion Yes Yes ·· N/A · N/A Accurate 
191207658 

3 19R4609 Yes Yes N/A N/A Accurate . 

4 193573454 Yes Yes N/.A N/A · Accurate 

5 6-191206130 Yes Yes N/A N/A · Accurate 

6 2-191200806 Yes Yes N/A "N/A Accurate 

7 81912050S5 gta Yes Yes N/A N/A Accurate 
bpd 

8 19V0625 Yes Yes N/A N/A Accurate 

9 71912023S0 gta Yes Yes N/A N/A Accurate 
bpd 

10 · 6-191206131 Yes Yes N/A .N/A Accurate 

11 Searching for Yes Yes N/A N/A Accurate 
stolen vehicle, 
OCA# 19-336-0372 

12 felony 
. . 

Yes Yes N/A N/A Accurate 
veh/6191105154 ' 

· 13 19-206-2181 Yes Yes N/A N/A Accurate 

14 mcu19004 Yes Yes N/A N/A· . Accurate . 

15 19H312 Yes Yes · N/A . N/A Accurate 

16 5191200281 Yes Yes N/A N/A Accurate 

17 19H3P6 Yes Yes N/A N/A Accurate 
. 18 8191107687 gta Yes Yes N/A · N/A Accurate 

bpd 

19 19R4171 Yes Yes N/A ·N/A Accurate 
20 · 19R4159 Yes Yes N/A N/A Accurate 

21 mcu19004 Yes Yes N/A N/A Accurate 

22 19295 Yes Yes . N/A N/A Accurate 

23 3-191103737 Yes 
' 

Yes N/A N/A Accurate 

24 -19295 Yes Yes N/A N/A Accurate 

25 19295 Yes Yes N/A N/A Accurate 

26 19h0295 Yes Yes N/A N/A Accurate 

27 3191102852 bpd Yes Yes N/A N/A Accurate 
gta 

28 8-190407014 Yes Yes N/A N/A A~curate 

·29 19r4193 Yes Yes N/A N/A Accurate 



, / 

30 MCU 19004 Yes Yes N/A . N/A Accurate 
.,. 

31 2191100364 gta Yes Yes N/A N/A Accurate 
bpd 

32. . 19R2238 Yes Yes N/A N/A. Accurate 
33 19R4122 Yes Yes N/A N/A Accurate 
34 719040244 Yes Yes N/A . N/A Accurate 
35 19h275 Yes Yes N/A N/A Accurate 
36 19R3818 Yes Yes N/A N/A Accurate 
37 war#d190457573 Yes Yes NIA N/A Accurate 
38 mcu19004 .Yes Yes N/A N/A Accurate 
39 19-251-1894 Yes Yes N/A N/A Accurate 
40 9-190908218 . Yes Yes N/A N/A' Accurate 
41 19h263 Ve~ Yes N/A N/A Accurate 
42 19R3663 Yes - Yes N/A N/A Accurate 
43 i-191004253 Yes .Yes N/A N/A Accurate 
44 1190905377 Yes Yes N/A N/A Accurate 
45 190802311 CDS Yes Yes N/A N/A Accurate 

Investigation 
46 19r3586 Yes Yes N/A N/A Accurate 
47 19r3586 · Yes • Yes N/A N/A Accurate 
48 19V0522 Yes Yes N/A N/A Accurate 
49 GC19-0069 Yes Yes N/A N/A Accurate 
so 191000784 Yes . Yes N/A N/A Accurate 
51 19R3474 ':,(es Yes N/A N/A Accur-ate 
52 190907763 . Yes Yes N/A N/A Accurate 
53 ltwestigatio~ GC- Yes Yes N/A N/A Accurate 

19-ooa·s 
54 19.:.165-0338 Yes Yes N/A N/A Accurate 

lanford 
·ss r3328 . Yes Yes N/A N/A Accurate 
56 19R1153 Yes Yes N/A N/A Accurate · 
57 19R2156 Yes Yes N/A N/A Accurate 
58 19V484 Yes Yes N/A ." N/A· Accurate 
59 6190905049 Yes Yes N/A N/A Accurate 

autotheft 
Investigation 

61 19V0480 Yes Yes N/A N/A Accurate 
61 1-190903844 Yes Yes N/A N/A Accurate 
62 19H0240 Yes Yes N/A N/A Accurate 
63 192511894 Yes · Yes N/A N/A Accurate 
64 GC-19-0072 Yes Yes N/A N/A Accurate 
65· 7·190810027 Yes Yes N/A · N/A Accurate 
66 19-251-1894 Yes Yes .N/A N/A Accurate 
.67 gta/cc Yes Yes N/A N/A Accurate 

9190809186 
68 19b3384 Yes Yes N/A N/A Accurate 
69 2019V0067 Yes Yes N/A N/A Accurate 



-70 Sgt. Sunderland Yes Yes N/A N/A Accurate 
Request OCA# 19-
228-1553 . 

71 .2191000136 Yes Ves . N/A N/A Accurate 

72 19v391 Yes Yes N/A N/A Accurate 
73 mcu19004 Yes Yes N/A N/A Accurate 
74 19H192 Yes Yes N/A N/A Accurate 
75 7190800521 gta Yes . Yes N/A N/A Accurate 
76 4191201365 Yes Yes N/A N/A Accurate 

17 Searching for Yes Yes N/A N/A Accurate . 
stolen vehicle 
5190709932 

78 19V0364 Yes Yes N/A N/A Acturate 
79 comm.Robbery Yes ·ves N/A N/A Accurate 

19R2458 
80 4-190709337 Yes Yes N/A N/A Accurate 

81 2019H0183 Yes Yes N/A · N/A Accurate 

82 19h154 Yes Yes N/A ·N/A Accurate 
83 ' 3-190708090 Yes Yes N/A· N/A Accurate • 

84 WAR#D190283273 Yes Yes • N/A N/A Accurate 

85 m~l9-004 Yes Yes N/A N/A · Accurate 

86 mcu19-004 Yes . Yes N/A N/A Accurate 
87 19H170 Yes Yes N/A N/A Accurate 

88 · 19H147-homicide · Yes Yes N/A N/A Accurate 
' Investigation 

. 

89 Search for Stolen Yes Yes N/A N/A Accurate 
Vehicle CC# 
8190703025 

90 19h154 Yes Yes N/A N/A Accurate 
91 Investigation GC- Yes Yes N/A N/A Accurate 

19-0032 . 

92, 21807Q114 gta . Yes Yes N/A ·N/A Accurate 
93 5-1906-10617 Yes Yes N/A N/A Accurate 
94 19R2019 Yes • Yes N/A N/A Accurat~ 
95 19H149 Yes Yes N/A N/A Accurate 

96 7-190603112 Yes Yes 'N/A N/A Accurate 
97 19R0643 Yes Yes N/A N/A Accurate 
gg cc#9190208412 Yes Yes N/A N/A Accurate 
99 19R1870 Yes Yes N/A N/A Accurate 

100 MCU-003 Yes Yes N/A N/A Accurate 
1Ql 19R0946 Yes Yes N/A N/A Accurate 
102 190603248 Yes Yes N/A . N/A Accurate 
103 4-190810842cc Yes · Yes N/A N/A Accurate 
104 6190105540 gta Yes Yes N/A N/A Accurate 
105 . 3190511360 . Yes Yes N/A N/A Accurate 
106 4190511267 gta Yes Yes N/A N/A Accurate 
107 6190510463 GT A Yes Yes N/A · N/A Accurate 
108 5190508148 Yes Yes N/A N/A Accurate 
109 191030386 Yes Yes N/A N/A Accurate 



110 0190250196 Yes Yes N/A N/A Accurate 
111 8190305018 Yes Yes N/A. N/A Accurate 
112 8190504627 gta Yes Yes N/A. N/A Accurate 
113 Homicide-19H102 Yes Yes N/A N/A Accurate 
114 19-H-087 Fuller Yes Yes N/A N/A Accurate • 

· 115 2190407680 gta Yes Yes N/A · N/A Accurate 
116 19R1166 Yes Yes N/A .N/A Accurate 
117 4190406304 Yes Yes N/A N/A Accurate 
118 19h077 Yes Yes N/A N/A Accurate 

. 119 19h14 Yes Yes N/A N/A Accurate ' 

120 190401584 Yes Yes N/A N/A Accurate 
121 19-092-0867- Yes Yes N/A N/A Accurate 

· 122 D1903375824 Yes Yes N/A N/A Accurate 
123 190309048 Yes Yes N/A N/A Accurate 
124 3-190306169 Yes Yes N/A N/A Accurate 
125 190100777 Yes Yes N/A N/A Accurate 
126 19vo101 Yes Yes N/A N/A Accurate 
127 190304410 Yes Yes N/A N/A Accurate 
128 1-190302846 Yes Yes N/A N/A Accurate 
129 190204131 Yes Yes N/A N/A Accurate 
130 5-190208374 Yes Yes N/A ' N/A Accurate 
131 19h036 Y~s · Yes N/ A N/A Accurate 
132 GrA/cc# 2019- Yes Yes N/A N/A Ac~urate 

-005273 

133 190450611 Yes Yes N/A N/A Accurate 
134 18-288-1807 Yes Yes N/A N/A Accurate 
135 gta/ Yes Yes . N/A N/A · Accurate 

cc#9190202125 · 

136 4•19-01-10864 Ves· Yes N/A N/A Accurate 
137 2019-1322 Yes Yes N/A N/A Accurate 
;t.38 18H227 Yes Yes ' N/A .N/A Accurate 
139 190104931 Yes Yes N/A N/A Accurate 
140 1-1~07-06711 Yes Yes N/A N/A Accurate 
.141 11M0TXB- Yes Yes N/A N/A Accurate 

11NOTX8 
.. 



MAINOfflCE 
107 Chesapeake Blvd., Ste. 112 
Elkton, Maryland 21921 
410-996-5500 410-996-5518 fax 

February 21, 2020 

Cecil County Sheriff's Office 
Scott A. Adams, Sheriff 

Dfil'ENTION CENTER & 
COMMUNITY CORRrnONS 
500 Landing Lane 
Elkton, Maryland 21921 
410-996-5800 CCDC 410-996-5525 fax 
410-996-5518 CC 410-996- 5515 fax 

TO: House Judiciary Committee, Senate Judicial Proceedings Committee and 
Legislative Policy Committee 

FROM: Major George Stanko, Cecil County Sheriffs Office 

SUBJECT: License Plate Reader (LPR) Program required information per Public Safety 
Article § 3- 509 

Maryland House Judiciary Committee: 
The Honorable Luke H. Clippinger - Chair 
House Office Building, Room 101 
6 Bladen Street, Annapolis, MD 21401 

Maryland Senate Judicial Proceedings Committee: 
The Honorable William C. Smith - Chair 
Miller Senate Office Building, 2 East Wing 
11 Bladen Street, Annapolis, MD 21401 - 1991 

Maryland Legislative Policy Committee: 
The Honorable Bill Ferguson- Co-Chair 
The Honorable Adrienne A. Jones- Co-Chair 
c/o Department of Legislative Services 
Legislative Services Building, Room 200B, 90 State Circle, Annapolis, MD 21401 

Honorable Chairmen and Chairwoman, 

In accordance with § 2-1246 of the State Government Article, the Maryland Coordination and 
Analysis Center (MCAC) is reporting the following information regarding captured License 
Plate Reader (LPR) data for 2019: 

1. The total number of automatic license plate reader units being operated by the Cecil 
County Sherifrs Office and submitting data to the Agency: 

www.cecilcountysheriff.org 



MAINOIDCE 
, 107 Chesapeake Blvd., Ste, 112 

Elkton, Maryland Z 1921 
410-996-5500 410-996-5518 fax 

DlITENTION CENTEX & 
COMMUNITY CORRmONS 
500 Landing Lane 
Elkton, Maryland Z 1921 

Cecil County Sheriff's Office 
Scott A. Adams, Sheriff 

410-996-5800 CCDC 410-996-5525 fax 
410-996-5518 CC 410-996-5515 fax 

During the reporting period, 4 License Plate Reader Systems report data to CCSO. 
Three of the LPR systems are mobile units and one is a fixed unit. 

2. The number of automatic license plate reader readings made by a law enforcement 
agency that maintains an automatic license plate reader database and the number of 
readings submitted to the center: 

The Cecil County Sheriffs Office captured reads on the Agency server. The server 
was operational throughout 2019. The same number of reads were submitted. 

3. The number of automatic license plate reader readings being retained on the 
automatic license plate reader database: 

As of December 31, 2019, 500,449 reads were on the ALPR database. 

4. The number of requests made to the Server: 

The number of searches that were conducted in 2019 was 1041. 

5. The number of requests that resulted in a release of information: 

479 reports were exported that contained LPR data. 

6. The number of out of state requests: 0 

7. The number of federal requests: 0 

8. The number of out of state requests that resulted in a release of information: 0 

9. The number of federal requests that resulted in a release of information: 0 

lO. Any data breaches or unauthorized uses of the automatic license plate reader 
database: No 

11. A list of audits that were completed by the center or a law enforcement agency: 

www.cecilcountysheriff.org 



MAINOmCE 
107 Chesapeake Blvd., Ste. 112 
Elkton, Maryland 21921 
410-996-5500 410-996-5518 fax 

DITI'EN110N CENTER & 
COMMUNJIYCOIRETIONS 
500 Landing Lane 
Elkton,Maryland 21921 

Cecil County Sheriff's Office 
Scott A. Adams, Sheriff 

410-996-5800 CCDC 410-996-5525 fax 
410-996-5518 cc 410-996-5515 fax 

A random selection of at least 1% of all relevant requests (1041 * 0.01 = 10. 
Minimum required per CCSO Policy and Procedure is 1 % of requests or a 
minimum of SO) SO records were audited. 

12. The Department of State Police and any law enforcement agency_using an automatic 
license plate reader system shall adopt procedures relating to the operation and use 
of the system. The procedures shall include: 

i. Which personnel in the Center or a law enforcement agency are authorized 
to query captured plate data gathered by an automatic license pl.ate reader 
system: 

Twenty-nine (29) Cecil County Sheriffs Office employees are authorized to 
query the database. 

ii. An audit process to ensure that information obtained through the use of an 
automatic license plate reader system is used only for iegitimate law 
enforcement purposes, including audits of requests made by individual law 
enforcement agencies or an individual law enforcement officer: 

The Maryland Coordination and Analysis Center developed and implemented 
a Modei Audit Policy in August 2015. The policy was disseminated to all 
Maryland law enforcement agencies on October 1, 2015. The audit process is 
explained above in question #11. 

iii. Procedures and safeguards to ensure that Center staff with access to the 
automatic license plate reader database are adequately screened and trained. 
The MCAC procedures and safeguards consist of the following training and 
standards: 

a. Cecil County Sherifrs Office Policy #44, updated in 2019 to reflect the 
deployment of the server. 

b. Eight-hour License Plate Reader Practicum training. 
c. All Cecil County Sherifr s Office personnel have a background clearance 

completed by the Department. 

www.cecilcountysheriff.org 



MAINomcE 
107 Chesapeake Blvd., St.e. 112 
Elkton, Mary)and 21921 
410-996-5500 410-996-5518 fax 

Cecil County Sheriff's Office 
Scott A. Adams, Sheriff 

DITT'ENTION CENTER & 
COMMUNl'IY CORRIITIONS 
500 Landing lane 
Elkton, Maryland 21921 
410-996-5800 CCDC 410-996-5526 fax 
410-996-5518 CC 410-996-5515 fax 

c. All Cecil County Sherifrs Office personnel have a background clearance 
completed by the Department. 

Respectfully, 
___..- J . -,1 
~ r' .,;A;:~:..v .,_; 

Major George Stanko 
Director of Law Enforcement 
Cecil County Sheriff's Office 

www.cecilcountysheriff.org 



Cecil County Sheriff's Office 
Automatic License Reader Audit 

Goal Question Answer Comments 

Have procedures been adopted 

1 relating to the operation and use 
YES Chapter 44 

of the LPR system? [Cite policy 
number] 

.. 

Are staff with access to the Automatic 
License Plate Reader database 

2 
adequately screened and trained in 

YES 
the proper use of the system and ail 
privacy policies relating thereto? 

Does the agency maintain training 
3 records for each user? YES With Training Coordinator 

4 Is the training curricula maintained? YES 

Are training records annually 

5 
reviewed for relevancy and 

YES 
effectiveness? 

Does the agency accept law 

6 
enforcement requests for license 

NO 
No external agency has 

plate data collected by an LPR access at this time. 
system? 

If historical data is accessed, does the 
7 agency have an audit trail? YES 

8 . 
Is the audit trail maintained for at 

YES 
least 3 years? 

Have audit procedures been adopted 

to ensure that information obtained 
9 through the use of an LPR system is YES 

used only for legitimate law 
enforcement purposes? 

/J 
I~ ~=/J'. ~....,, ,./. 

COMPLETED BY: ~gt. J_ . ,~~11 ~ . .05=1-Y? DATE COMPLETED: 02/18/2020 

REVIEWED BY: Lt. Jos~~#0613 DATE REVIEWED: 02/19/2020 

// 



Question #1 Question #2 

Record# Report/Incident Is the date and time of 

Number request documented? 

t 
19-MSP-4045 01/31/19@ 0953 

2 
19-M SP-2084 01/17/19@ 1139 

3 19-00000258 01/10119@ 1605 

4 18-MSP-54210 01117/19@ 1102 

5 
2019007718 . 01121/19 @ 1340 

(; 
19-MSP-4349 02/13119@ 1455 

7 
19-MSP-4045 02/05/19@ 1057 

8 
19-000357 02/14/19@ 1720 

9 
19-000241 02/08/19@ 1720 

D-032-CR-19-
03/20119@ 0710 

10 000636 

II 
19-MSP-7465 03/29/ 19 @ 1303 

. -

12 
19-000615 03/2/19@ 1337 

.lJ 18-MSP-0746 03/16119@ 1311 

14 
19-MSP-108B4 04/11119@ 1020 

15 
2002073773 04/12119@ 0721 

16 
2019160633 04/11/19@ 1016 

17 
19-000864 04/09/19@ 1755 

18 19-1023 04/30/19 @ 0938 

19 
19-000042 04115/19@ 1150 

0-07-CR-
05/08/19@ 1206 20 17012901 

0-07-CR-
05/10/19@ 0939 

21 19003016 

22 
19-MSP-22001 05/25/19@ 2305 

2-3 
19-000911 05/08/19@ 1459 

24 
19-001280 05/28/19@ 0541 

0-032-CR-19-
05/16/19 @0956 25 001144 

o-oa2-cR·-1s-
05/21/19@ 0937 

26 000348 

2'7 
19-001290 06/03/19@ 1315 

0-032-CR-19-
06/25/19@ 0736 28 001439 

0-032-CR-19-
06/03/19@ 0534 

29 001406 

30 
19-MSP-193B0 06/02119@ 1437 

0-032-CR-19-
07/17/19@ 1006 

31 000825 

Cecil County Sheriffs Office 
Automatic License Reader Audit 

Question #3 Question #4 

Does the request include the 
ls the purpose of the identity of the agency 
request documented? rcquest.inS?thc Query? 

Drug Case Yes 

Drug Case Yes 

Drug Case Yes 

Drug Case Yes 

Missing Person Yes 

Drug Case Yes 

Drug Case Yes 

Armed Robbery Yes 

Stolen Trailer Yes 

Fugitive- Ford Yes 

Drug Case Yes 

Overdose Yes 

Drug Case Yes 

Flr1:111rm/Drug Yes 

Fugitive Yes 

Drug Yes 

Auto Theft Yes 

Assault Yes 

Theft Yes 

Fugitive Yes 

Fugitive Yes 

Assault Yes 

Theft Yes 

Armed Robbery Yes 

Fugitive Yes 

Fugitive Yes 

Armed Robbery Yes 

Fugitive Yes 

Fugitive Yes 

Armed Robbery Yes 

Fugitive Yes 

Question #5 Question #6 

Has the request been Findings shall be listed as: 

validated through the Accurate, i naccucate, Unable 
rcqucslor 's agencv7 locate or incoul!liati 

Yes Accurate 

Yes Accurate 

Yes Accurate 

Yes Accurate 

Yes Accurate 

Yes Accurate 

Yes Accurate 

Yes Accurate 

Yes Accurate 

Yes Accurate 

Yes Accurate 

Yes Accurate 

Yes Accurate 

Yes Accurate 

Yes Accurata 

Yes Accurate 

Yes Accurate 

Yes Accurate 

Yes Accurate 

Yes Accurate 

Yes Accurate 

Yes Accurate 

Yes Accurate 

Yes Accurate 

Yes Accurate 

Yes Accurate 

Yes Accurate 

Yes Accurate 

Yes Accurate 

Yes Accurate 

Yes Accurate 



D--032-CR-19· 
07/16/19@ 0801 Fugitive Yes Yes Accurate 

32 001673 

3J 
OB-02400447 07/02/19@ 0756 Fugitive Yes Yes Accurate 

C--07-CR-19-
07/18/19@ 1048 Fugitive Yes Yes Accurate 

34 000784 
-

35 2019061494 07!27/19@ 2041 Vehicle Theft Yes Yes Accurate 

0-032-CR-19-
07/03/19@ 1017 Fugitive Yes Yes Accurate 

36 001664 

D-032-CR-19-
08128119@ 1011 Fugitive Yes Yes Accurate 

J')' 001940 

C-07-CR-19-
08/08/19@ 0958 Fugitive Yes Y&s Accurate 'l'!i 001813 

0-032-CR-19-
08/19/19@ 1008 Fugitive Yes Yes Accurate 

39 000839 . 
D-032-CR-19-

08/01119@ 1028 Fugitive Yes Yes Accurate 40 001222 
-

0-032-CR-19-
.. - . . 

41 002073 09111/19@ 1148 Fugitive Yes Yes Accurate 

-

42 19-002261 09/28119 @ 0952 Stolen Tag Yes Yes Accurate 
.. 

D-032-CR-19-
09112/19@ 0707 Fugitive Yes Yes Accurate 

43 001.97'3 -
D-032"-CR-19-

09104/19 @ 0937 Fugitive Yes Yes Accurate 
44 001137 -

45 19-002417 10120/19@ 1224 Robbery Yes Yes Accurate . -

4() 
2019086649 10/20119@ 1332 MPR Yes Yes Accurate 

47 19-002450 10/24/19@1159 Robbery Yes Yes Accurate 

4R 
19-002674 11/19/19@ 1027 MPR Yes Yes Accurate 

49 
19-2955 12/29/19 @ 0932 MPR Yes Yes Accurate 

50 2019-104048 12/2119@ 0449 Stolen Vehicle Yes Yes Accurate 

-- . 



HARFORD COUNTY 

SHERIFF'S OFFICE 
-~ 
J~!.~ · 45 S Main Street PO Box 150 Be\ Air, MO 21014 www.hanordsheriff.org 

February 19, 2020 

TO:. House Judiciary Committee, Senate Judicial Proceedings Committee, & Legislative 
Policy Committee 

FROM: Thomas Gamble, Lieuten~nt, Special Op_erations Division 

SUBJECT: License Plate Reader (LPR) Program required information per Public Safety 
Article § 3- 509 

Maryland House Judiciary Committee: · 
The Honorable Luke H. Clippinger - Chair 
House Office Building, Room 101 
6 Blader:t Street, Annapolis, MD 21401 

Maryland Senate Judicial Proceedings Committee: 
The Honorable William C. Smith - Chair 
Miller Senate Office Building, 2 East Wing 
11 Bladen Street, Annapolis, MD 21401 - 1991 

Maryland Legislative Policy Committee: 
The Honorable Bill Ferguson- Co-Chair 
The Honorable Adrienne A. Jones- Co-Chair· 
c/o 'Department of Legislative Services · 
Legislative Services Building, Room 200B, 90 State Circle, Annapolis, MD-21401 

Honorable Chairman and Chairwoman, 

In accordance with§ 2-1246 of the State Government Article; the Harford County Sheriff's Office 
(HCSO) is reporting the following inforr,:iation regarding captured License Plate Reader (LPR) data for 
2019: · · 

1. The total number of automatic license plate reader units being operated by the HCSO and 
the number of units submitting· data: · 

in 2019, the HCSO maintained seventeen (17) automatic llcense plate reader units (Mobile and 
Fixed site). 



2. The number of automatic license plate reader readings made by a law enforcement 
agency that maintains an automatic license plate reader database and the number of 
readings submitted to the center: 

In 2019, the HCSO had 3,501,944 readings. HCSO began electronically sending it's reads to 
MCAC In August of 2019. HCSO will continue to maintain this partnership with Maryland 
Coordination and Analysis Center (MCAC).-

3. The number of automatic license plate reader readings being retained on the automatic 
license plate reader server: 

In 2019, the HCSO had 3,501,944 readings. HCSO maintains tag read data for a period of 180 
days. After 180 days, It is purged from the server. 

4. The number of requests made to the center and each law enforcement agency that 
maintains an automatic license plate reader database for automatic license plate reader 
data, including specific numbers for: 

There were 44 queries of the HCSO LPR reads In 2019. This LPR data Is aocessible to deputies 
and detectives of the HCSO upon request through one ( 1) of the three (3) LPR system 
administrators, who are trained in the use of the LPR camera systems and the EOC (Enterprise 
Operations Center), which the camera system/LPR data Interface program. Deputies who wish 
to operate one of the LPR vehicles or have aGCeSS· to the HCSO LPR data for Investigative 
purposes, receive a one-l)our block of instruction on the policies governing the access, use and 
dissemination of LPR data and in the EOC, so that they may use the information quickly to solve 
crimes. 

5. The number of in state requests: 

The HCSO had o~e (1) request for LPR data from another Maryland law enforcement agency. 

6. The number of out of state requests: 

The HCSO had no requests from out of state requests for LPR data. 

7. · The number of federal requests: 

The HCSO had no requests from federal agencies for LPR data. 

8. The number of out of state requests that resulted in a release of information: 

There were no requests from out of state agencies. 

9. The number of federal requests that resulted,in a release of information: 

There were no requests from federal agencies. 

10. Any data breaches or unauthorized uses of the automatic license plate reader database: · 

There were no data breaches or unauthorized uses ·of the automatic LPR database. 



11. 
1

A list of audits that were completed by the center or a law enforcement agency: 

The HCSO LPR auditor conducted an annual audit of LPR queries. Since there were only 44 
queries, an 44 queries were selected and an audit was conducted, resulting in a 100% rate of 
compl!ance. · 

When queries of LPR data are reques~. officers and detectives are required to provide a 
pollce agency case number and the reason for the request before they can proceed. The LPR 
auditor setects quertes at random and checks the case number and reason for the search 
against the agency's records management database to confirm the case number exists and is 
for a legitimate law. enforcement purpose. · 

12. The Department of State Police and any law enforcement agency using an automatic · 
. license plate reader system shall adopt procedur~s relating to the operation and use of 

the system. The procedures shall include: 

i. Whic;h personnel in the Center or a law enforcement agency are authorized to query . 
captured plate data gathered by an automatic license plate reader system: Three HCSO 
deputies are authorized to query the database, who are LPR Adminls1rators. -

ii. An audit process to ensure that information obtained through the use of an 
automatic license plate reader system is used on'ly for legitimate law enforcement 
purposes, including audits of requests made by in~tvidual law enforcement agencies 
or an individual law enforcement officer: The HCSO follows MCAC's audit process, which 
was explained in their ""odel Audit Policy. 

' ' 

iii. Procedures and safeguards to ensure tttat Center.staff with access to the automatic 
license plate reader database are adequately screened and trained. 

The HCSO procedures and safeguards consist of the following training-and standards: 

a. HCSO License Plate Reader Policy. 
b. 4 Hour License Plate Reader Practicum training approved through the Maryland 

Police Training and Standards Commission. -
c. All HCSO pelliOnnel who have access are sworn law enforooment personnel. 



.. -· 

G'oal Q1,1e~tlQin . -. Answer CQmma(lts 

Have procedures been adopted related 
1 to the operation and use of the LPR Yes HCSO Policy OPS 0914 

System?_ (C~te policy number) 

-
Are staff with access to Automatic 

License Plate Reader database Clearances/ Employment 
2 adequately screened and trained in the • Yes Screening and Onboarding 

proper use'ofthe system and all the Process 
privacv policies related to thereto? .. .. 

3 Does the agency maintain training 
Yes 

Maintained by the LPR 
records for each user? Administrators .. . . ·- · 

4 Is the training curriculum maintained? Yes 
MPCTC· Certified LPR 

Operator & LPR User training 

.. 

5 Are the training records reviewed for Yes · Yearly and following training. 
relevance and effectiveness? 

.. 

Does the agency accept law 

6 
enforcement request for license plate 

Yes 
captured data collected ·by and LPR 

. system? . .. 

7 
If historical data is accessedi does the 

Yes 
agency have an audit trail? 

.. -- ls the audit trail maintained for at least ·a 
3 years·? 

Yes 
. . 

Have. a.udit procedures been adopted to 
.... 

ensure that information obtained 
9 through the use of an LPR system is Yes 

used only for legitimate law 
. 

enforcement pUtpQses? 
~ 

~~ Harford County Sheriff's Office 
~ ,L,._ .......... 

•or~ ~ - . 44 records from 2019 request 

I 

Lt. Thomas Gamble# 56)~~ "" - ... ,,. , 
. ...... -...... , .$ .11-~ "": ... 02/14/20 . . 

j l"'l"f.. _ _ ,f~~,, ·- .. ~ Capt. Eric Gonzalez# 646 i£1%'il/fo l- {(1-z.D 
ilf.' Complilit. . . . 



Harford County She~iff1s Office 
.. - - .. 

Questfon#l Questions# Z •. Question # .3 Questiou#4 Question#S Results: 

Is Agency Is tire date 
Does the request 

Has the request 
· Findings shall be 

Cue# and time of 
: Is the purpose include the 

beeu validated 
listed as: Accurate; 

Reported/ re4JUest 
· of the request identity·of the 

through the 
Inaccurate, Unable 

•i documented? agency to locate or 
Record ' Audit Record Number Recorded documented 

r--uest•ne the requesters agency? Inconmlde 
. R~qo:rd I . . 4bl60e33-?390-4Sf:f-:-9.7fl.~-:b:3.b3394eab38 . ' Yes Yes . .Y~ Yes Yes Accur-ate 

Record2 ~dce2824-6863-48a8-.9a62-24b503ca2e0c 
.. 

Yes Yes Yes Yes Accurate Yes 

Record3 c37a40ce-4e30-4a8a--a2ab-195bd85ac862 Yes Yes Yes Yes Yes Accurate 

,Rec9rd4 34.9~7f4-b59a-40~1-aa5d~64ceb2clfl?ea 
. . 

'(es Yes Yes Yes Yes A~airate 
Record5 . _b403a052-c9ca-4620-b01a-962497330330 Yes Yes Yes Yes Yes Accurate 
Record6 ac&c8~70-aa?9-45bd79 l I Q7b74e7bp93f46 '(es Yes Yes '(es Yes Accurate 

Record 7 f45284f6-74:ac-4e4 7~8114-b 12ladb693 lf Yes Yes Yes 
. . 

Yes Yes Accurate 

Record8 . 04df0dde--3cb6.-453c-824d-47d04386ee7f : I 
Yes Yes Yes Yes Yes A"urate 

Record9 ce76d7a1-8785-47bd:8f84:2d465fc8ccie2 . 
.. . 

Yes Yes Yes . Yes . Yes Accurate .. 
Record 10 · d123ff94-0fel-4d.50-adbd-277fZ14bc352 Yes Yes Yes Yes Yes Accurate 

Record 11 14628adl ~a988-4c08-9d55-6699 l 62fQb?7 · Ye~ •... y~ Yes Yes. Yes Accurate 
• . 

Record 12 02952fc8-ebb5-4075-a299-a29b9cl45ed4 Yes Yes Yes Yes Yes Accurate 
Record 13 eld6c434-73cb-4dll-bc06-4fc470569f6b Yes Yes Yes Yes Yes Accurate . 

· Record 14- al68bfaa-l c03-4074--a4b5-82bcbbc0f428 Yes Yes · Yes Yes Yes Accu~ate 

Record 15 a6fcd4<;8-83fd-49e3-9386-2bc466ceb389 Yes Yes Yes Yes Yes Accurate 

Re~dl6 920ee736-6c5~-4529-8f77-c6.dbbfd803e3 Yes Yes Yes Yes ·. 
- Yes . Accu.rate 

Record.17 785d3bc7-09b5-4el7-8cld-fi088c7b715a Yes Yes Yes Yes Yes Accurate 

Record 18 Oa38f4:f8-e58c-4616~8ecd-37bl2d8b024c Yes · Yes Yes Yes Yes Accurate 

Record 19 ·· de53ab.d7-oo8d-44d.7-87:ff-51530af5ce94 Yes Yes Yes Yes Yes Accurat~ . . 
., 

Record20 , ec5le7:f9-a4f9-4af4-9219-69b36fl0c2da Yes Yes Yes Yes Yes Accurate · 

Record 21 : 27422951-72ea-42.61-83a0:32642.fa346d2 
,. 

Accurate Yes Yes Yes Yes Yes 

Record22 596b877c-b2e9-4d01-86c6-241fefl7dlff Yes Yes Yes Yes Yes Accurate 
. -

Recoxd23 596b877c:b2<;9--fl<i01.-86c6-24lfefl 7dl ff Yes Yes Yes Yes Yes Accurate 

Record24 . 7c88764a-4e46-47db-8f2c-d75d5cd21 b6f 
. 

Yes Yes 
'. 

Yes Yes Yes Accurate 

~~Ord~. p(:!2.Qa3c5-7b33-4f70-~a}?e-l 92fea6202c3 Yes Yes Yes Yes Yes Ag:1.1rate .. .. 
Record26 2fe56cal-ceea-45c5-8c lf-bfdt9afaeb8a Yes Yes Yes . Yes · ·Yes Accurate 

~or.d27. 556a200f-37e4-4.c2f-b8Q3-58flec0627ee, · Yes Yes : Yes . Yes · Yes Accurate 
-- . -

lniti~ 



. Harford County Sheriff's Office 

Record I Audit .Record NUQJber . 

Record28 t 5la8.8823-b80d-455f-add!-c974b77af9~ 

Recor~~9 :Jfl5dl 164-896b-4a68-a9el:654bblb514.10 . 
Record 30 lbe9107f4--01 la-46cb-aaa9-60cb la4f83bb 
R~rd 31 .f 3fl 7cr:.82-874l-4 l 70-8765-?9b2.ae809~e7 . 

Record 32 l6at 17aae-2927-4ae2~90fc-e919bb68f~9d : 

Record 33 la63adl4a-l 6ba-49b7-bc87-ffa4ac467367 

Record 34 l948e0le3-4rn,.:47e4-9a~4~9i6~~:1,96d 
Record35 I 169~2flb-56J-4983-88cc-4a25dbcf?fe5 

Record 36 19£7_27§41: f¢6-1.~<!__~f00:bdaab~a~9 l 
Record 37 I c22el ed.4-cc0a-42ad-b486-0el 731640497. 

Re.cord38 l105998e4-7291-4854-b.895-e9226745047c 

Reqord 39 J2fd9f756-filfe-413d-a80d-937~18~~(tdb 
Record 40 l568ceb74-cl ed-45a5-83cf-12ld0c891 led 
Record 41 I ldl 7lec0-071d-4ac6-aflb-20b9522663c4 

• •• .::l • ,._ • • •• 

Record 42 I c6f086e7-8b52-4h45-bdea-cfc8d9d98f28 

Reco.rd43 ,jdl I ~~4~3.f:9b-490+935f-a2d7ee04ad2f 
..c. . - ~- .. - -- -- -

Record_44 j8Jea_07~5-l:>8_22-47ca,-9cdb-2a05670f9915 

Question # I 'I Qu~tions # ·i : . ·Question# .3 

hAgency 
Case# 

· Reported/ 
· Recorded 

Ves 
. .Yes 

Yes 
Yes 

y~ 

Yes 
Ye~ 
Yes 
Yes 

Yes 

Yes 

YEt( 
Yes 

Yes 
Yes 

Yes 
Yes 

ls the date . 
and time of . Is the purpose 

t 
· of the request 

reques docmueoted" 
docamen.ted? · · 

Ves Yes 

Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 

. Yes Yes 

. f.,. __ . Yes Yes 
Yes Yes 

Yes .. Yes 

Yes Yes 

Yes Yes 

.'(_es Yes 
Yes Yes 

Yes Yes 

Yes Y,es 

Yes Yes 

Yes Yes 

Submitting Agency: _Harford County Sheriff's Office 

Scope of Audit Jam,ary 2019 through December 2019 

Prepared By:· Lt. T. Gamb_le # 561 ·• 

Question'# 4 Question#S 
Does the request 

Has the r.equeit include the 
been validated identity of the 

through the agency 
requesters agency? 

1 reqlle,tmz the 
Yes Yes 
y~ Yes 
Yes Yes 

Yes Yes 
·-

Yes Yes 

Yes Yes 
Yes - .. Yes 
'Yes Yes 
Yes Yes .. 
Yes Yes 

Yes Yes 
Yes Yes -
Yes Yes 
Yes Yes 

- . 
Yes Yes 

·Yes Yes 
Yes Yes . .. 

Remits: 
Findinp s.lta.lJ be ', 

lined al! Accurate, 
Inaccurate, Unable 

to locate or 
.JncOlllple.te 

Accurate 

Accurate 
l)ccurate 

Accurate 

Accurate ' = 
Accurate 

Accurate 
Accurate 

Accurate 

Accurate 

Ac.curate 

Accurate 

Accurate 

Accurate 
Accurate 

Accurate 

Accurate 

-lij-i~ia-ls il·~1!Pt ~ 2 



CALVINBALL 
Courrty ~ecutive 

DATE: 

TO: 

HOWARD COUNfY DEPARTMENT OF POLICE 
3410 Court House Drive, Ellicott City, Maryland21043 

January 17 ,. 2020 

Office of the Governor 

LISA D. MYERS 
Chief of Police 

FROM: 

SUBJECT: 

C~ef Lisa D. Myers - Howard County Department of Polle~ 

License Plate Reader (LPR) Program - required information per Public 
Safety Article 3-509 

Office of the Governor: 
Govern.or - Lawrence Joseph Hogan Jr. 
100 State Circle 
Annapolis, MD 21401 

\ 

REF: 2-~246, Howard County Police Department License Plate Reader Data 2019 

Dear Govemor Hog~, 

In accordance with 2-1246 of the State Government Alticle, the Howard County Police Department 
is reporting the following information based on License Plate Reader (LPR) data for 2019: 

1. The total number of automatic license plate .reader units being operated·in the state 
by law enforcement agencies and the number of units submitting data to the center. 

In2019, the Howard County Police maintained seven (7) automatic license plate reader 
units on marked police vehicles, and three (3) on unmarked police vehicles. 

2. The number of automatic license plate reader readings made by a law enforcement 
agency that maintains an automatic license plate reader database and the number of 
readings submitted to the center. 

In 2019, the Howard County Police Department had 2,503,978 readings . . HCPD began 
electronically sending its reads to MCAC in the Spring of 2016. HCPD staff will 
continue to maintain this partnership with MCAC: . . 

TELEPHONE: 410-313-3200 
FAX: 410-313-3295 
WWW.HOWARDCOUNTYMD.GOV 
HCPD@HOWARDCOUNTYMD.GOV Nationally Accredited Since 1990 



CALVIN BALL 
County Executive 

HOW ARD COUNTY DEPARTMENT OF POLICE 
3410 Court House Drive, Ellicott City, Marylan421043 

LISA t>. MYERS 
Chief of Police 

3. The number of automatic license plate reader readings being retained on the 
automatic license plate server. 

In Z019, the Howard County Police Department had 2,503,978 readings. HCPD 
maintains tag read data foi: a period of one year. After one year, it is purged unless it is 
detennined to have evidentiary value jn a criminal investigation, necessary for the 
prosecution of a criminal case or a secwi.ty matter. 

4. The number of requests made to the center .and each law enforcement agency that 
maintains an automatic liceJise plate reader database for automatic license plate 
reader data, including specific numbers for: · 

There were 953 queries of the Howard County LPR. reads, by Howard County personnel, 
in 2019. This LPR data·is accessible to officers and detectives of the Howard, County 
Police Department who are trained in the use of the LPR camera systems and the EOC 
(Enterprise Operations Center), which is the camera system/LPR data interface program. 
The LPR data is o_nly to be accessed\an.d ~earched for a legitimate law enforcement· 
purpose. Officers who wish to operate one of the LPR vehicles or have access to the 
Howard County Police LPR data for investigative purposes, receive a two-hour block of 
instruction on the policies governing the access, use and dissemination of LPR data, so 
that they may use the information quickly t-0 solve crimes. 

5. The number of out of state requests. 

HCPD had no out of state requests and no requests from other jurisdictions within the 
state of Maryland. · 

6. The· number of federal requests. 

HCPD had no requests from federal agencies. 

7. The number of out of state requests that resulted in a release of information. 

There were no requests from out of state agencies. 

TELEPHONE: 410-313-3200 
FAX: 410-313-3295 
WWW.HoWARDCOUNTYMD.GOV 
HCPD@ROWARDCOUNTYMO.GOV Nationally Accredired Since /990 



CALVINBALL 
County Executive 

HOW ARD COUNTY DEPARTMENT OF POLICE 
3410 Court House Drive, Ellicott City, Maryland 21043 

LISA D. MYERS 
Chief of Police 

8. The number of federal requests that resulted in a release of information. 

There were no requests from federal agencies. 

9. Any data breaches or unauthorized uses of the automatic license plate reader 
database. 

None 

10. A list of a1J,dits that were co,npleted by the center or a law enforcement agency. 

The Howard County Police Department's LPR Coordinator conducted monthly audits of 
the LPR queries. Sixty of the 953 queries were selected at random (greater than the 
required 1%) and an audit was conducted, resulting in a 100% rate of compliance. 
HCPD's Audit process consisted of the following: 

When queries of LPR data are conducted, officers and detectives are required to provide 
a police agency case nµmber and nature of call before they can proceed. The LPR 
Coordinator selects queries at random, and checks the case number and nature of call . 
against the police department's records management database to confirm the case number 
e#sts· and is for a legitimate law enforcement purpose. 

See attached documents for :further details. 

11. The Department of State Police and any law enforcement agency using an automatic 
license 'plate nader system shall adopt procedures relating to the operation. and use 
of the system. The _procedures shall include: 

i. Which personnel in the Center or a law enforcement agency are authorized 
to query captured plate data gathered by an auto·matic license plate reader 
system. 

Trained personnel identified in HCPD Special Order 2011-03 License Plate 
Recognition Program. 

Tfil.EP.HONE:410-313-3200 
.FAX! 410-313-3295 
WWW.HoWARDCOUNTYMD.GOV 
HCPD@HOWARDCOUNTYMD.GOV Nationally Accredited Since 1990 



CALVIN BALL 
County Executive 

HOW ARD COUNTY DEPARTMENT OF POLICE 
3410 Court House Drive, Ellicott City, Maryland 2 I 043 

· LISAD.MYERS 
Chief of Police 

ii. An audit process to ensure that information obtained through the use of an 
automatic license plate reader system is used only for legitimate law 
enforcement purposes, including audits of requests made by individual law 
enforcement agencies or an individµal law enforcement officer. 

HCPD follows MCAC' s audit process which is explained in their Model Audit 
Policy whlch w_e received in October 2015. 

iii. Procedures and safeguards to ensure that center staff with access to the 
automatic license plate reader database are adequately screened and trained. 

HCPD has a tr&ining curriculum which consists of the following: 
• Sworn HCPD law enforcement officers selected 
• 2 hour LPR practical training 
• Review of Special Order 2011-03 License Plate Recognition Program 

Sincerely, 

TELEPHONE: 410-313-3200 
FAX: 410-313~3295 
WWW.HOWARDCOUNT'(MD.GOV 
HCPD@HOWARDCOUNTYMD.GOV 

~ ~--~, 
· Nationally Accredited Since 1990 



Goal 

1 

2 

3 

4 

5 

6 

7 

8 

9 

· Audit Questions (Step 1) 

Question 

Have procedures been adopted related 
to th~ operation and use of the LPR 

System? (Cite policy number) 

Are staff with access to Automatic 
License Plate Reader database 

adequately screen and trained in the 
proper use of the system and all- the 

olicies related to thereto? 

Does the agency maintain training· 
records for each user? 

Is the training curriculum maintained? 

Are the training records reviewed for 
relevance and effectiveness? 

Does the agency accept law 
enforcement request for license plate 
captured data collected by and LPR 

· system? · 

If historical data is accessed, does the 
agency have an audit trail? 

Is the audit trail maintained for at least 
3 _ears? 

Have audit procedures been .adopted to 
ensure that info.rmation obtained 

throu_gh the use of an LPR system is 
used only for legitimate law 

enforcement ur o~es? 

Howard County Police Department 

Answer 

Yes 

. Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

. Yes 

Comme"'3 

HCPD Special Order 2011-03 
License Plate Recognition 

Program & the MCAC Model 
Policy for lPR 

All officers granted access 
receive 2 hours of LPR 

practical training 

__ 60_ records from 2019 

January·1.7, 2020 
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Howard County Pc,lice Departmen-t 

'
._ ·,; , -~ 

a. '> . - >. 
:'< : ~- _ .. , .. 

;,: ., .,.,.·· : I -- -~ ~ ,.,__. ____ ,.? 

, 2019 LPR Audit Analysis 
L .. ~-- _, ... _ ·- ..... ··--·--- -

-- __ __ ,.. ___________ _ 

Month # Inquiries # Records Audited Percentasa Audited '6 Compliant 

,January 101 . 5 5.00% 100% 

Feburary 72 5 7.00% 100% 

March 56 5 9.00% 100% 

Aprfl 64 5 8.00% 100% 

May 98 5 5.00% 100% 

',June 80 5 6.00% 100% 

July 77 5 6.00% 100% 

Augu5t 49 5 10.00% 100% 

;~ptenib-r 83 5 6.00% 100% 

,October 78 5 6.00%- 100% 

iNovember 83 5 6.00% 100% 

:DiH:~mber 112 5 4.00% 100% 

TOTAL 953 60 6.50% 100% 

Auditor 
A. Kalocai 
A. Kalocai 
A. Kalocai 
A. Kalocai 
A. Kalocai 
A. Kalocai 
A. Kalocai 
A. Kafocai 
A. Kalocai 
A. Kalocai 
A. Kalocai 

A. Kalocai 

.; 
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H_oward County Police D-epartment 
2019 LPR Audit Log 

- - -·-- ·••·--· ·- .... ~ , ... ' 
....,.__ -- - -Jo __ .......... , · -·· · - - ... . .. ·--·--· -·· 

• - - • ,.. , •• .___ I 

~e-coril I Dab! & Timi! Req~~ed :eq~.es~lng Agenc Requestor Tag_ Control# Nature Of call 

1 1/1/19 8:57 AM HCPD R. Gregory A304348 .18-117668 'Robbery lrivestigatfon 

2 1/2/19 8:39 PM HCPD M. Brady 4CH7389 19-540 Missing Person 

3 1/8/19 1:14 PM HCPD A. Gregory 8BN4594 19-2298 Vehicle Theft 

4 1/9/19 6:30 PM HCPD C.Kim K35506k 19-2005 Robbery Investigation 

5 1/14/19 4:23 PM HCPD J. Campbell K48527K 18-109073 Rob~ery Investigation 

6 2/6/19 12:00 AM HCPD J. Terry 7AV9341 19-002455 Unknown Trouble 

7 2/8/19 9:26 AM HCPD K. Tibbs T799942 19-1068 Theft From Vehicle 

8 2/17/19 9:41 AM . HCPD A. Schlossnagle 1CV1075 19-14940 Assault 

9 2/18/19 7:20 AM HCPD s. Heaster A304349 19-871 Motor Vehicle Violation 

10 2/19/19 9:32 PM , HCPD B. Cornwell 7BX4969. 19-16383 Police Information 

11 3/1/19 12:00 AM HCPD 5.E. Johnson 4DM7242 18-'8111 Theft From Vehicle 

12 3/2/19 6:18 PM HCPD C.Weir -8DG2579 19-19607 Unauthorized Use 

13 3/15/19 1:58 PM HCPD S.E. Johnsoh 5AV2104 19-21521 Burglary 

14 3/20/19 7:24 AM HCPD B. Lesniewicz 3DK6299 19-25143 Missing Person . 

15 3/21/19 7:47 PM HCPD J. Kuczynski 1CX6716 19-16383 Police Information 

lo 4/2/19 7:47 AM HCPD S. Heaster 8DD6791 19-29092 Arson Investigation 

17 4/2/19 3:13 PM HCPD M • .Ambrose 8DH1704 19-25541 Carjacking 

18 4/6/19 6:53 AM HCPD K. Drummond KFE777 19-30415 Traffic Collision 

19 4/10/1911:02 AM HCPD F. French _44 19-30901 Burglary Investigation 

20 4/23/19 9:54 AM HCPD S.E. Johnson 2A04677 18-29609 Theft Investigation 

21 5/2/19 3:35 AM HCPD C. H. Johnson 7DK4528 19-38838 Citizen Assist 

22 5/6/19 11:24 AM HCPD o: chesno UUA6775 19-38721 Suspiciouos Circumstance 

23 5/15/19 6:17 PM HCPD J. Terry 3CW5717 19-2455 Unknown Trouble 

' 24 5/17 /19 10:21 "AM · HCPD J. Bowers 8AN0328 15-44345 Sex Offender Registration 

25 5/25/19 5:43 PM HCPD C.Weir 5D8H% 19-46757 Traffic Collision 

26 6/1/19 2:04 PM HCPD J. Bowers 90T730 19-48787 Rape Investigation 

27 6/4/19 3:47 PM jiCPD S. Woctchou 98N1995 "19-47880 Robbery 

- ~/ 
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28 . 6/10/19 4:33 PM HCPD . C. Kim 7CR0420 19-49749 · Unknown Trouble 

29 6/11/19 12:37 PM HCPD M. Dahlin 9DP1918 19-52351 Arrest Warrant 

30 6/27 /19 5:15 PM HCPD M.A. Shiplett 2D8 19-57848 Hit & Run Veh Collision 

31 7 /8/19 12:52 PM HCPD D. Kreller· 7DH6854 18-87916 CDS Violation 

32 7/8/2019 9:47PM HCPD D. Chesno 471M484 19-35087 Burglary Investigation 

33 7/9/2019 1:19AM HCPD R. DiAngelo 4CS0268 19-61756 Vehicle Theft 

34 7/9/2019 4:11PM HCPD S. Heaster 6DX8848 19-61905 Theft Investigation 

35 · 7/18/2019 6:04PM HCPD J. Sagel 4CR9417 19-64234 Robbery Investigation 

36 8/1/2019 10:14AM HCPD J. Bowers 3CF2370 19-55541 Sex Offense 

37 8/8/2019 1:12AM HCPD A. George JFS610 19-71928 Traffic Violation 

38 8/16/2019_ 9:54AM HCPD R.Pugliese 3DT3537 . 19-73699 Vehicle Theft 

39 8/27/2019 11:18AM HCPD P. Downey 9BKZ99 18-120396 Sex Offense 

40 8/28/2019 9:08PM HCPD CH Johnson 9DW2856 19-77564 Robbery Investigation 

41 9/3/2019 12:55PM HCPD H. Gick 9BKZ99 18-120396 Sex Offense 

42 9/5/2019 12:47PM HCPD M. Dahlin CMB1060 19-79136 Burglary Investigation 

48 9/7/2019 9:48AM HCPD R. DiAngelo 3DR3706 19-80943 Vehicle Theft 

44 9/12/19 10:25 AM HCPD J. Terry 20804Hi 19-80424 Assault 

4S 9/19/2019 8:50AM HCPD D.Sharpe 89796n 19-79531 Theft Investigation 

46 10/2/2019 9:20PM HCPD M.Ambrose 2DK0646 19-89447 Robbery Investigation 

47 10/3/2019 10:32AM HCPD J. Sagel T997625 19-83086 Ro.bbery Investigation 

48 10/4/2019 9:31AM HCPD C.Kim 1D17459 19-90300 Carjacking 

49 10/10/2019 11:40PM HCPD E. Upton 9DN9745 19-86660 Vehicle Theft 

50 10/29/2019 4:56Pf\ll HCPD P.Qgrady RISE 19-88577 Burglary Investigation 

51 11/1/2019 10:53AM HCPD J. Poehlman VER3724 19-99026 Missing Person 

52 11/5/19 11:09 AM HCPD J. Bowers 1AZB99 19-99837 Assault 

53 11/5/19 5:21 PM HCPD· E. Upton AG01086 19-101277 Recovered Stolen Vehicle 

54 11/12/19 10:54 AM HCPD D.Sharpe 80S9864 19-99709 Burglary Investigation 

55 11/21/2019 12:55PM HCPD R. Pugllese 4D51107 19-105750 Robbery Investigation 

56 12/1/2019 11:05AM HCPD C. Calcaterra DLR03154 19-108334 Theft From.Vehicle 

57 12/3/2019 10:52AM HCPD S. Woctchou 1DP9601 19-55754 Robbery Investigation 

58 12/16/1912:00 AM HCPD J. Bowers 048221 19-100032 Theft Investigation 

59 12/17/2019 4:13PM HCPD F. French 8CW5409 19-104276 Burglary 

60 12/30/2019 3:27AM HCPD L, Allen 02657M7 19-118676 Robbery Investigation 

61 



Auditor Date Audited :urate/Complete/L~c• Inaccurate Incomplete Unable to Locate Remedial Action Taken 

A. Kalocai 6/5/2019 YES 

A. Kalocai 6/5/2019 YES 

A. Kalocai 6/5/2019 YES 

A. Kalocai 6/5/2019 YES 

A. Kalocai 6/5/2019 YES 

A. Kalocai 6/5/2019 YES 

A. Kalocai 6/5/2019 YES 

A Katocai 6/5/2019 YES 

A. Kalocai 6/5/2019 · YES 

A. Kalocai 6/5/2019 YES 

A. Kalocai 6/5/2019 YES 

A. Kalocai 6/5/2019 YES 

A. Kalocai 6/5/2019 YES 

A. Kalocai 6/5/2019_ YES 

A. Kalocai 6/5/2019 YES 

A. Kalocai 9/11/2019 YES 

A. Kalocai 9/11/2019 YES 

A. Kalocai 9/11/2019 YES 

A. Kalocai 9/11/2019 YES 

A. Kalocai 9/11/2019 YES 

A. Kalocai 9/11/2019 YES 

A. Kalocai 9/11/2019 YES 

A. Kalocal 9/11/2019 YES 

A. Kalocai 9/11/2019 YES 

A. Kalocai 9/11/2019 YES 

A. Kalocai 9/11/2019 YES 

A. Kalocai 9/11/2019 YES 



A. Kalocai 9/11/2019 YES 

A. Kalocai 9/11/2019 YES 

A. Kalpcai 9/11/2019 YES 

A. Kalocai . 1/10/2020 YES 

A. Kalocai Ul0/202Q YES 

A. Kalocai 1/10/2020 YES 

A. Kalocai · 1/10/2020 YES 

A. Kalocai 1/10/2020 YES 

A. Kalocai 1/10/2020 YES 

A. Kalocai 1/10/2020 YES. 

A. Kafocai 1/10/2rJ20 YES 

A. Kalocai 1/10/2020 YES 

A. Kalocaf 1/10/2020 YES 

A. Kalocai 1/10/2020 YES 

A. KalQcal 1/10/2020 YES 

A. Kalocal 1/10/2020 YES 

A. Kalocai 1/10/2020 YES 

A. Kalocai 1/10/2020 YES 

A. Kalocai 1/10/2020 YES 

A. Kalocai 1/10/2020 -YES 

A. Kalocai 1/10/2020 YES 

A. Kalocai 1/10/2020 · YES 

A. Kalocai 1/10/?-020 YES 

A, Kalocai 1/13/2020 YES 

A. Kalocai 1/13/2020 YES 

A. Kalocai ·l/13/2020 YES 

A. ·t<alocai 1/13/2020 . YES· 

A. Kalocai 1/13/2020 YES 

A. Kalocai. 1/13/2020 YES 

A. Kalocai 1/13/2020 YES 

A. Katocai 1/13/2020 YES 

A. Kalocai 1/13/2020 YES 

A. Kalocai 1/13/2020 YES 

,' 



Larry Hogan, Governor 

Maryland 
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Authority 

Boyd K. Rutherford, Lt. Governor 
Gregory Slater, Acting Chairman 

Board Members: 
Dontae Carroll 
William H. Cox, Jr. 
Willlam C. Ensor, Ill 
W. Lee Gaines, Jr. 

Mario J. Gangemi, P.E. 
Cynthia D. Penny-Ardinger 
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James F. Ports, Jr., Executive Director 

January 17, 2020 

TO: Maryland House Judici~ry Co · · 
Committee & Maryland Legislati 

ee, Maryland Senate Judicial Proceedings 
Po],icy ·Cornmittee 

FROM: Colonel WoodtowW. Jones 1•.r-;:~it~fir 
Chief, Maryland Transportat· ,,., 

SUBJECT: License Plate Reader (LPR) Pr 

Maryland House Judiciaty Coilimittee:. 
The Iio1iotable Luke H. Clippii1ger - Chair 
House Office }3uilding, Room 101 
6 Bladen Street, Annapolis, MD 21401 

Mar,yland Senate. Judicial Proc~eclliigs Committee: 
The Honorable William C. Smith- Chair 
Mill~i- 8~nate Office Building, 2- East Wmg 
11 Bladen Street1.Annapolis, 1vID 21401 

lV:I'aryland Legislative Policy Committee: 
Th~_Hqnorable B'ill Fergu~on - · Co-Chair 
The Honorable Adrienne A Jones - Go-Cb.air 
c/o D~arnm;nt of Legislative Services 
Legislative Services Building, Room 200B, 90 State Circle, Annapolis, MD 21401 

Honorable Chairman .a,n.d Chairwoman, 

In ac.cordanc~ with Maryland State Goverru:nent Article 2-1246, the Maryland Transportation 
Authority Polke (MDTAP) submits this report on its 11se of License Plate Reiaders in 2019. 

Cuhently thy lvIDTAP uses a deployment 6:f LPR technology at locations throughout Maryland. 
Tl:µs.' deployrtient COD.l>i&ts of nine (9) fixed locations and sixteen (16) mobile units. The nine 
fix,,ed locations µave a total of 84 cameras and the.sixteen rp.obile systems have a total of32 
cameras for a total of 116 cameras :in deployment. All cameras are networkGd to the Maryland 
Coordination and Analysis Center (MCAC). All re&ds pass through the MDTA se1yenmd then 
ontoMCAC. 

MDTA Police Headquarters 
Colonel Woodrow W. Jones, Chief of Police 

4330 Broening Highway, Baltimore,.MD 21222 

1T1dta@mdta.maryland.gov • 410.537.7777 • 711 (MD Relay)• mdta.maryland.gov • ezpassmd.com 
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In Calendar year 2019, the MDTAP LPR depioyments yielded 299,685,973 reads from the fixed 
and 1;nobile systems. All reads were submitted to MCAC. No reads re.main on the MDTA servet 
:past fourteen (14) days, · 

In 2019 the 11.DTAP queried the LPR database a t~tal of seventeeJ?. (17) times. Duling that time 
information was released to Maryland law enforcement agencies on five. (5) occasions. Out of 
the seventeen (17) queries, four ( 4) were for out of state law enforcement agencies and tb.e 

. :MDT.AP received no request from federal agencies. During that time no ip.fonnation was 

. rele~ed to the out of state· ag~cies. · 

In 2019 th~ database was not accessed with.out proper documentation. 

At this time th.ere have been neither known data breaches nor· any unauthorized access to the 
LPR oatabase. Attached is a lfat of audits cottdu¥ by fue MDTA. 

., 



·Maryland 
"' Transportation 

\MOTA\ . . Authority 

Aud it Report. 
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License Plate Reader (LPR) Compliance_Audit 
Mary[and Transportation .Authority Police 
R.evtew Period: January 1, 2019 through December 
31,2019 

Date January 30, 2020 
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~x.ecuµve _Su~mary. 

. Lice~e Plate Reader ·com:pliauce:Audit · . . 
·Period: ~am.iary 1 ► 2019 ihtoi:igb:December 31, 2019 · · . .. . 

' . . . . 
The Maryland Transportation Authorify (MDTA) Office of Audits has complete(l its audit to · 
detetmine·if adequate controls for compliance with State law have been establl1m:.ed o:ver access 
and 1ise of the License Plate Reade.r (l,PR) system ru;i.d captured plate data. in 20141 Maryland 
Legislators replaced language in.Maryland .Annotated Qode,_Secti.ons 3 .. 509 anc14--32~ to ad~ess 

. authorized us~s of Automatic License Plate Readers a-nd captuJ:ed plate data .. A r,equirement was 

. · added for the Maty~ Coordination ·aud-A,naly?i~ Cci.nter (MCAC) t9 develop a model audit 
pollc:y fqr .access to and ua~·of a'Utomatio license plate ~-ead¢r data, MCAC ~~tabli~hed its ~olioy 
d'ated August 27, 2014-;1:aqu.irlng !bat ·conttoJ:s over-access ·and us·e be auilJted and the audit res{uts 

. ere due to ·th.e S~nate tidicl~ :Prooeedings Qommittee, th(,') HoUS'!' ·rudiclmy Committee, and the 
· Legis1ative Policy_ Co~ttee, bas~ o:n data from th(? previous Y.ear, on or before March: 1 of . · 

eachyea:rbeginnh1g in-2016,_ · • · .. · 1 · · 
. . 

MCAC is the central. serve1· to upload and store, .1·ead aud al.ru:m LP~ data from law enforcement 
.agencies across the state ofMa.tyland. In adqition, MOTA Police 1;etai.ns LPR a.a.ta on its server 

. which can be acces~~d. foi: 14 days befor~ the-informatiop. is pm:ged, · . · · · · · . 

. ' 

Based on our re~ew; adequate controls for· compliance with itate law have been established 
over access a:t?,d use of the License Piate Reader (LPR). system an.d capturyd -plate data, The audit 
did ncit disclose any :findings that warrant inclusion in tb,e report; . . 

. . . . . . ,, .. 

.- - Repott No, INT 2020-06 · 
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-Backgr.oun.d Information . 

lnttoduction 
. . 

License Plate Reader (LPR) systems, provid~ au.toi:-p.a.ted detection. and i:mage·capi.ure of license .. 
plate information. Tho LPR system consists of high.speed ca:met~, mo®ted either at a fixed . 
locatloii or on a mobile patiQl Veh:i.Qle, and a computer to convet,t data froi:n electton:i.c images of 
vehi~le· licens.e plates in.to an electroni~ally readable format, which then comp.ares the . ·. 
information against specified databases of license 1>lates. · If a match is-detected, an audible 
sound oc;iours anct a vist1al alarm ~hows the license pl!!,te :image with the.liQked in.formation. The . 
system ati:aob.es camera ident:iflca.tio:1;1., date, iin1e, and \ocation infonnalion, to include CPS · . 

. coordinates to the digital im~ge, The. image is then maintained elect,:onicallyJn. a central · 
looati,on. ·. . 

. . 
: . ·.n.e· Maryland. C9ordination and .Atlalysis C~nter (MCAC). operates a central server to upload 

arid store, :read and alarm. LPR data from law· en.foroemen.t agei~cies· acr9~ the state .of Mai:ylaµ~ 
Additionally, Mary'lani.i"'fransportation Au.tho:t:lty (MOTA) Police ret~ ~PR ~ata on its own · 

. eerver for l iJ. days before the data. is purgea.. After the 14 d~y.-period, information is only . · 
. availabli:i'from th.e MCAC server. 

· In 2014, Macy,1-and L~g!.slat9rs tepfaced l~ge in Mru:yland Annotated Co~e, ~ectiorui 3 .. 509 
and 4-326 to address _authorized uses of Aut~tilatl.c License Plate Reade.rs and capµired plate . 
data. · AB a result, Maryland-law enfaroenient agencies and the MCAC must implenient certam 
m:ocedute~ and regtilationa. This law went illto effect October 1, 2014: MCAC e$tablisned a 
model m.1ditpolioy dated.August 21, 2"014 requiring that cQnp:ols over access an.d·use be audited 
and tho audit resalta are d1.1e to the Senate Judicial Proceedings Commitf:ee1 the House Judiciary 
Committee, and the Legislative Policy Committee, based_ on data from the preyio-µs year, on or 
befor~ Mat_eh 1 of eac~ yeai.· beginning in 20·16. · • • · · · 

Scope nn,d MetI?-odology 

T.he Office of Audits cond:ucted au. m.idit ~fLPR. Co~pliance for the period January 1, 2Q19 
through December,? 11 2019. Tha opjective of this audit was t0 detenn-iµe if ad~-ua.te controls 

· for __ compliance wi* State law have been established over access and use of the LPRs and . · 
captured plate data. Our audit·prooedures included inquipes of.app:i:op.cia,te personnel and 
:inspectio~ of doctlfile.11.ts ant1 r«;icor<;ts related to the co:Q.trols ov·ex access and use of.the LP.R · 
systems. We also performed other auditing procedures that we considered necessary to achieve 
our objectives, We.believe that the evidence obtained provides a reasonable basis for o·ur 
findings and recommend.atio.ns. 

__ ..,.... __ ,_,_,. __________ JJCl ___ ,c,iQllllll ____ ,tifM,,,,D,,...O:CC $. -lcernn:r .,.._J ,..,.. •·· 'e I mq;i:a, 

3 I LPR Compliance Audit Repo!~ No-.. INT'2020~06 
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MDTA 1nanageu:i,en,t is 1:espo;isible for establiiihing and m.aintaining effectlve internal controls, 
. Intetnai con.ttol is a. process designed. to provide reasonable, btit not absolute, 8SS\'\ra11Ce that 
obj ectlve~ porttµning to the teliabilit-y of records and· t11e effectiveness and efficiency of 
ope1'alions~ i.ncluding._-safegcuu:cling of assets and compliance with applicabl~ laws, 1-u.les and · 
regulations, are' achieved. Because of hilierent limitations in internal control, errors or fratid, may 

· nevertheless occur and not be dptectod. · · 

The Office of Audits aclmowledges and appteoiates the courtesy arid cooperation. extended by· 
MDTA Police du.ting ihe au.dit. · . . . ·. 

· ~ey Statistics. 
. . 

Thl;l following iil.fo1mation on LPR 11se and tesu.lts was provided by'tb.e 1IDTAP Commander 
Electronic Enforceme1;1t Unit. ·. . , ' ' ! . • . • 

MDTA 2019 LPR TotalB 

I Reads I Acoeuted Alai:ms. I · ReiectedAlarms . I 
I 29'9.685.973. I 26.666 . . I 51.379 I 

Stolen Traffi~ C:dminal. 
Wnr:rn.nts Vebiclcs Stolen Plates Arrest- Ane~t Traffic Stops 

· 277 214 .2 . 32 14 2,699 

Resu11s 

· Ba;ed on our revi~w, ~dequate c~nttols· for compllan.c~ with State law have been established 
· over" access and use of the License Plate ReEl(\er ,(Ll?R:) system· and· ca.ptured plate data. There 

. were 17 q11-eri~ to the data base of which 6 c.tu.erles we1·e for s~tem testing wl;ille tb,e retna.ining 
l l qu.eries were related. to 5 separate releases of info1mation for documented law eaforo.ement 

· purposes. The audit did not disclose an.y findings that war.rant inclusion in-the .report. 

-

·\ 
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'I MONTGOMERY COUNTY DEPARTMENT OF PARKS 
THE MARYLAND-NATIONAL CAPITAL PARK AND PLANNING COMMISSION 

DATE: 

TO: 

FROM: 

February 20, 2020 

House Judiciary Committee 
Senate Judicial Proceedings Committee 
Senate Legislative Policy Committee 

Maryland-National Capital Park Police 

Subject: License Plate Reader Program Repor! Per Public Safety Article 3-509, MSAR 10139 

Maryland House Judiciary Committee: 
The Honorable Luke H. Clippinger - Chair 
House Office Building, Room 101 
.6 Bladen Street, Annapolis, MD 21401 

Maryland Senate Judicial Proceedings Committee: 
The Honorable William C. Smith - Chair 
Miller Senate Office Building, 2 East Wing 
11 Bladen Street, AnnapoJis, MD 21401 - 1991 

Maryland Legislative Policy Committee: 
The Honorable Bill Ferguson- Co-Chair 
,The Honorable Adrienne A. Jones- Co-Chair 
c/o Department of Legislative Services 
Legislative Services Building, Room 200B, 90 State Circle,-Annapolis, MD 21401 

Honorable Chairmen and Chairwoman, 

In accordance with § 2-1246 of the State Government Article, the Maryland Coordi~ation and Analysis Center 
(MCAC) is reporting _the following information regarding captured License Plate Reader (LPR) data for 2019: 

1. The total number of automatic license plate reader units being operated by M-NCPP: . 
19 (only 9 were active during 2019) 

2. The number of automatic license plate reader readings made by the system: 

1,561,999 

· MARYLAND-NATIONAL CAl'lTAL PARK POLICE, MONTGOMERY COUNTY DMSION .• 
12751 Layhill Road, Silver Spring, Maryland 20906 

· Communicati.ons: 301-949-3010 Ad.ministration: 301-929-2700 · 
www.ParkP~llce.org 



'I MONTGOMERY COUNTY DEPARTMENT OF PARKS 
THE MARYLAND-NATIONA.L CAPITAL PARK AND PLANNING COMMISSION 

3. The number of automatic ·license plate reader readings being retained on the system: 

1,561,999 as of 12/31/19. 

4. The number of requests made to the agency: 

There were no external requests made to the agency. There was a total of 124 queries run based on 18 
different cas.es. These cases are internal. cases from our agency, apart from one assist with a 
Montgomery County Police Department (MCPD) missing person announcement. No information was 
released externally from our system. These requests involved searching a tag or partial tag to attempt 
to locate a specific vehicle, or for searching all reads from a specific reader during a specific period to 
• identify a suspect vehicle from a crime reported at that location and time. All queries were validated by 
reviewing all 18 cases. 

5. The number of requests that resulted in a release of information: 

24 reque_sts resulted in release of information to M-NCPP investigators (internal). No info.rmation was 

released to other agencies during 2019. 

6. The number of out of state requests: O 

7. The number offederal requests: O 

8. The number of out of state requests that resulted in a release of information: 0 

9. The number of federal requests that resulted in a release of information: O 

10. Any data breaches or unauthorized uses of the automatic license plate reader database: None. 

11. A list of audits that were completed by the agency: 

. . 
The 2019 Annual audit completed on February 20, 2020. All queries into the system were reviewed and 
a summary of the results is attached. 

12. The Department of State Police and any law enforcement agency using ·an automatic license plate 
reader s.ystem shall adopt procedures relating to the operation and use of the system. The procedures 
shall include: 

MARYLAND-NATIONAL CAPITAL PARK POLICE, MONTGOMERY COUNTY DMSION • 
. · U751 Layhill Road, Silver Spring, MAryland 209~ 

Communications: 301-949-3010 Administration: 301-929-2700 
www.ParkPolice.org · 



Sincerely, 

MONTGOMERY COUNTY DEPARTMENT OF PARKS 
THE MARYLAND-NATIONAL CAPITAL PARK AND PLANNING COMMISSION 

a. i. Which personnel in the Center or a law enforcement agency are authorized to query captured 
plate data gathered by an automatic license plate reader system: 

Five Maryland-National Capital Park Police employees are currently authorized to query the 
database. 

b. An audit process to ensure that information obtained through the use of an automatic license 
plate reader system is used orily for legitimate law enforcement purposes, including audits of 
requests made by individual law enforcement agencies or an individual law enforcement officer:• 

The Maryland Coordination and Analysis Center developed and implemented ~ Model Audit 
Policy in August 2015. The policy was disseminated to all Maryland law enforcement agencies 
on October 1, 2015. See attached supporting documentation. 

Captain·Shibu 'Philipose 
Assistant Chief, Support Branch 
Montgomery County Division 
Maryland-National Capital Park Police 

-MARYLAND-NATIONAL CAPn:AL PARK POLICE, MONTGOMERY COUNi'Y DMSION • 
127S1 Layhill Road, Silver Spring, Maryland 20906 . 

Communications: 301-949-3010 Administration: 301-929-2700 
www.ParkPoUce;.org 



Audit Questions (Step 1) 

Goal Question Answer Comments 
1 Have procedures been YES 

adopted relating to the Department directive 
operation and use of the 720.1 
LPR system? [Cite policy 

number 
2 Are staff with access to YES 

the Automatic License 
Plate Reader database 

adequately screened and 
trained in the proper use 

of the system and all 
privacy policies relating 

thereto? 
3 Does the agency maintain YES 

training records for each 
user? 

4 Is the training curricula YES --maintained? 
5 -Are training records YES. . 

annually reviewed.for 
relevancy and 
effectiveness? 

6 Does the agency accept YES 
law enforcement requests 

for license plate data 
collected by an LPR 

svstem? . 

7 If historical data is YES 
accessed, does the 

agency have an audit 
trail? 

8 Is the audit trail YES 
maintained for at least 3 

years? 
9 Have audit procedures YES 

been ·adopted to ensure 
ttiat information obtained 
9 through the use of an 

LPR system is used only 
for legitimate law 

enforcement purposes? 
AGENCY: MD-National Capital Park Police SCOPE OF AUDIT: 2019 
COMPLETED BY: Garrett Brown DATE COMPLETED: 2/20/20 
REVIEWED BY: Captain Shibu Philipose DATE REVIEWED: 2/24/20 



Question# 1 Question#2 Question#3 Question#4 Question#5 Results 

Is the date and . Is the purpose Does the request include the Has the request been Findings shall be listed as: 
Report/Incident time of request of the request identity of the agency validated through the Accurate, Inaccurate, Unable to 

Record# Number documented? documented? requesting the query? requesters agency? locate or Incomplete 

1 19000204 Yes Yes Yes (lnternaO Yes (Internal) Accurate 

2 19001323 Yes Yes Yes (Internal} Yes {Internal) Accurate 

3 Test, N/A. Yes Yes Yes {Internal) Yes (Internal) Accurate 

4 19001457 -· Yes Yes Yes (Internal) Yes (Internal) Accurate 

5 19001574 Yes Yes Yes (Internal) Yes (Internal) Accurate . 
6 19001457 Yes Yes Yes (lnterhal) Yes (Internal) Accurate 

7 Test, N/A Yes Yes Yes (Internal) Yes (Internal) Accurate 

8 19001725 Yes Yes Yes (Internal) Yes (Internal) Accurate 

9 19001936 Yes Yes Yes (Internal) Yes (Internal) Accurate 

10 19001924 Yes Yes Yes (Internal} Yes (Internal) Accurate 

11 Test, N/A Yes Yes Yes (Internal) Yes (Internal) Accurate 

12 19001924 Yes Yes Yes (Internal) Yes (Internal) Accurate -
. . 

13 19002235 Yes Yes Yes (Internal) Yes (Internal) Accurate 

14 19001936 Yes Yes Yes (Internal} Yes (Internal) Accurate 

15 19001725 Yes Yes Yes (Internal) Yes (Internal) Accurate 

16 19001924 Yes Yes Yes (Internal) Yes (Internal) Accurate 

17 19002798 Yes Yes Yes (Internal) Yes (Internal) Accurate 

18 190049277(MCPO) Yes Yes Yes (lnt-ernal) Yes (Internal) Accurate 

19 P192930049 Yes Yes Yes (Internal) Yes (Internal) Accurate 

20 19002993 Yes Yes Yes {lntern;il) Yes (Internal)" Accurate 

21 19002900 Yes Yes Yes (Internal) Yes (Internal) Accurate 

22 19003061 Yes Yes Yes (Internal) Yes (Internal) Accurate 
I 

23 19003075 Yes Yes Yes (Internal) Yes {Internal) Accurate 

24 19003265 Yes Yes Yes (Internal) Yes (Internal) Accurate 

Certifying Official: Garrett Brown Date: 02/20/2019 

Signature: d~ 



TOWN OF 

OCIAR CITY 
The White Marlin Capital of the Worltf 

Ocean City Police Department 
Office of the Chief of Police 
6501· Coastal Highway 
Ocean City, Maryland 21842 
Telephone: 410-723-5318 
FAX: 410-723-4010 

February 17, 2020 

.. TO: House Judiciary Committee, Senate Judiciary Proceedings 
Committee, & Legislative Policy Committee 

FROM: Ross Buzzuro, Chief of Police 

0

HAYOR 
RIOIARO W, MEEHAN 

Cl1Y COUNCIL 

U.OYDMAl(TIN 
President 

MARY P. KNlGHT 
~ecretary 

DEffNISW. DARE 
AN1110NY J. DaUCA 
JOHN F. GBiRIG, JR. 
MATTHEW M. JAMES 
MARK I.. PADDACK 

ClTYHANAGER 
DOUGLAS R. Mll.U:R. 

CITY CLERK . 
DIANA L. CHAVIS, 01C 

SUBJECT: License Plate Reader (LPR) Program infoimation per Public Sa~ety'Article 3-509 

Maryland House Judiciary Committee: 
Chair-Luke H. Clippinger 
House Office Building, Room 101 
6 Bladen Street, Annapolis, MD 21401 

Maryland Senate Judicial Proceedings Committee: 
Chair- William C. Smith 
Miller Sena,te Office Building, 2 East :Wing 
11 Bl~den Street, Annapolis, MD 21401-1991 

Maryland Legislative Policy Committee: 
Co-Chair Bill Ferguson 
.Co-Chair Aarienne A. Jones 
c/o Department of Legislative Services 
Legislative Servi~es Building, Room 200B, 90 State Circ;le, Annapolis, MD 21401 

Hon.:orable Chairmen and Chairwoman, 

· · In accordance with 2-1246 of the State Govemment Article, the Maryland Coordination & 
Analysis Center (MCAC) is reporting the following information regarding captured License 
Plate Reader (LPR) data 2019: 

www.oceancilplnd.gov 
. bftd 

Mo - 1SB• OCl>IN01Y, HAlmANI> • ........ , .. ~Ii[' a,y..,, - ,.,., ....... ,•FAX-,.,., au-a,m 

2001 



Town of Ocean City, Maryla~d 
Page 2 

1. The total number of auto:o:iatic license plate reader units being operated by the 
Ocean City Police Department. 
Fixed Sites: 12 
Route SO - 4 Cameras 
Route 90 - i Cameras 
140th Street- 6 Cameras 

2. The number of automatic license plate readings made by the Ocean City Police 
Department. 

Fixed Sites -14,729,416 

3. The number of automatic license plate reader readings being retained on the automatic 
license plate reader database. Reads are retained. for a 60 day period to ensure the 
data is successfully transmitted to the Maryland Coordination and Analysis Center, 
then deleted. 

4. The number of requests made to the Ocean City Police Department. Sixteen (16) 

5. 1'.he number 9f requests that resulted in a release of information. Nine (9) 

6. T4e number of out of state requests. One (1) 

7. The number of federal requests. Zero (0) 

8. The number of out of state requests resulting in a release of information. One (1) 

9. The number of federal requests that resulted in a release of information. Zero (0) 

10. Any data breaches or unauthorized·uses of the automatic license place reader database. 
No 

11. A list of audits completed by the Ocean City Police Department. See attached. 

12. Any law enforcement agency using an automatic license plate reader system shall adopt 
procedures relating to the operati9n and use of the system. The Ocean City Police 
Department deYel~ped and implemented Standard Operating Procedure OPS-012 
outlining departmental procedure for ope~tion and use of L.P.R. syste~. All 
authorized.users received training in 2019. 

i. Which personnel in the law enforcement agency are authorized to query captured 
plate data gathered by an automatic license plate reader system.• There are only 
three (3) Ocean City Police Officers authorized to query L.P.~. data. 



ii. 

iii. 

TOWN OF 

OCIAR CITY 
The White Marlin Capital of the World 

An audit process to ensure that information obtained tbrougb. the 
use of illl; automatic license plate reader system is used for 
legitimate law enforcement purposes, including audits of requests 
made by individual law enforcement agencies cir an•individual law 
enforcement officer. Setf attached requesJ form/ audit. 

Procedures and safeguards to ensure that staff with access to the 
automatic license plate reader- database are adequately screened and 
trained. The three (3) authorized personnel are sworn law 
enforcement Officers. All have background clearance. 

·For additional information, please contact the Ocean City Police Department 
Lfoense Plate Reader Administrator DFC Edward Newcomb at 410-723-6610 or at 
enewcomb@oceancitymd.gov. 

Ross Buzzuro 
Chief of Police 

www.oceancitymd.gov 

taaf 

NArolt 
RIOiARD W. MEB-tAN 

CITY aJUNClL 

llOVD MAR.TIN 
President 

MA.RYP. KNIGHT 
Seaeta,y 

DENNIS W. OA.'R.E 
ANTI-IONY l. t>El.UCA. 
JOHN F. GEHRIG, JR, 
MA.TTHM M. )A.MES 
MARK L PADDA.0< . 

CITY RANAGER 
. DOUG\AS R. MU.I.ER 

arta.ERK 
DIANA~ OiAVIS, ~ 

P.O. BOX J~ • OCEAN CITY# HARYI.AND • 2J843-0JSS , '1·1 J,..' City Hall - (410) 289-B221 • FAX- {4.10} 289-8703 

2001 



Town of Ocean City, Maryland 
Page4 

Goal 

1 

2 

3 

4 

. 5 

6 

7 

8 

9 

Question Answer 

Have procedures been adopted related 
to the operation and use of the LPR • Yes 

System? (Cite policy riumbe·r) 

Are staff with access to Automatic 
License Plate Reader database 

adequately screen and trained in the Yes 
proper use of the system and all the 
·privacy p·oUcies related to thereto? 

Does the agency maintain training 
records for each user? 

Is the training curriculum maintained? 

Are the training records reviewed for 
relevance and effectiveness? 

Does the agency accept law 
enforcement request for license plate 
captured data c.o.llected by and LPR 

· system? 
' 

·If historical data is accessed, does the 
agency have an audit trail? 

Is the audit trail maintained for at least 
3 y~ars? 

Have audit procedures been adopted to 
· ensure that information obtained 
through the use of an LPR system is 

used· only for legitimate law 
enforcement purposes? 

Ocean City Police Department 

DFC Edward Newcomb 8241 

Lt. Scott Harner 8219 

{ 

Yes 

Yes 

Yes 

.Yes 

Yes 

Yes 

Yes 

Comments 

Standa~d Operating 
Procedure OPS-012 

All License Plate Reader 
users must receive training 

prior to being given access to 
the viewer software 

See attached request form 

Compliance with SB 699 

February 17, 2020 

February 17, 2020 



Question#1 Question#2 

' 

Is the date <!nd time of 
Record# Report/Incident Number request documented? 

1 18-005 Yes 
2 DSP 719016440 Yes 
3 1905170130 Yes 
4 2019-001353 Yes 
5 2019-001399 Yes 
6 2019-001498 Yes 
7 2019-001827. Yes 
8 2019-001941 Yes 
9 78-19-000568 Yes 

10 2019-001827 Yes 

11 ADMIN Request Yes 
12 19-725598 (His) Yes 
13 2019000500 Yes 
14 2019006258 Yes 
15 1912100072 Yes 
16 2019003978 Yes 

¥ fl-;;.l( ( 

Signature: 

Ocean City Police Department 

2019 LPR Data 

Question #3 Question #4 Question #5 Results 

Does the request include Findings shall be listed 

the identity of the Has the request been as: Accurate, Inaccurate, 

Is the purpose of the agency requesting the validated through the Unable to locate or 

request documented? query? requesters agency? Incomplete 
Yes Yes Yes Unable to locate 

Yes Yes • Yes Accurate 

Yes Yes Yes Accurate 

Yes Yes ¥es Unable to locate 

Yes Yes Yes Accurate 

Yes Yes Yes Accurate 

Yes Yes Yes Accurate 

Yes Yes Yes Accurate 

Yes Yes Yes Unable to locate 

Yes Yes Yes Unable to locate 

Check hotlist for 

Yes Yes Yes removed tag 4DL812 MD 

Yes Yes Yes Accurate . 

Yes Yes Yes Unable to locate 

Yes Yes Yes Accurate 

Yes Yes Yes Accurate 

Yes · Yes Yes Unable to locate 

', Date: OlJ-. fu)_.ao~ 0 



Ocean City Police Department S.O.P.-OPS 012 
• ·:. Standard Operating Procedure Effective: 07/27/2,011 

Subject: Automated Licens.e Plate Recognition 

Table of Contents 

I. Purpose: · 

It Definitions: 

A. A.L.P.R. 

B. Read 

C. Alert 

D. Hit 

E . . Hot List 

F. A.LP .R. System 

G. . Active A.L.P.R. Data 

H. Historical A.L.P.R. Dafa 

Ill. Policy: 

IV. Procedures: 

A. General 

B. Admir1istration 

C. A.L.P.R. Deptoxn1ent and Use 

D A.L.P.R. Data Sharing and Dissemination 

E. Maintenance 



I. Purpose: 

The purpose of this policy is t~ provide employees· with guidelines on the proper use of 
automated license plate recognition (A.L. P.R.) systems. 

II. Definitions: 

. A. A.LP.R. Automate~ License Plate Recognition . 

B. Read: Digital images of license plates and vehicles and associated metadata 
(date, time, and geographic coordinates associated with the vehicle image 
capture) that are captured by the A.L.P.R. system database. 

C. Alert: . A visual and/or auditory notice that is triggered when the A.L.P.R. 
system receives a potential "hit" on a license plate. 

. . 
D. Hh: · A read matched to a plate that has previously been registered on · 

an· agency's "hot list" of vehicle plates related to stolen vehicles, wanted vehicles, 
or .other factors supporting investigation, or which has been manually registered 
by a operator for further investigation. A hit is not conclusive confirmation of a 
match; 

E. Hot list: A database of license plate numbers of stolen cars, vehicles 
owned by persons of interest, and vehicles associated with AMBER Alerts 
that are regularly added to "hot lists" circulated among law enforcement 
agencies. Hot list information can, come from a variety of sources, including 
stolen vehicle information from the National Insurance Crlm·e Bureau and the 
National Crime Information Center (NCl,C}, AMBER Alerts,. Department of 
Homeland Security watch lists, Maryland Motor Vehicle Administration l!sts, as 
well as Departm~ntal lists. These lists serve an officer safety function as 
well as an investigatory purpose. In addition to agency supported hot lists, 
operc1tors may also manually add information to hot lists in order to be alerted if 
and when a vehicle license plate of interest Is "read" by the A.L.P.R. system. 

F. A.L.P.R. System: A.L.P.R. c~meras and/or computers and software that ~re 
affixed, either permanently or temporarily to a law enforcement vehicle or to a 
fixed object. · 

G. Active A.L.P.R. Data: Information provided to an A.l:..P.R operator in real­
time in the form of alerts that a license plate number contained in the hot list is 
near an A.L.P.R. unit. This includes A.LP.R. data recorded during a patrol shift 
that is contained in the Al.PR and has not been transferred to the historical 
database server. · 

H. Historical A.L.P.R. Data: A database containing the dates, times, and 
locations of individually identi_flable motor vehicles that is- stored for future use 

~ 
S.0.P.- OPS 012 
Automated License Plate Recognition 
Page2 of 5 



Ill. Policy: 

A.L. P.R. systems are primarily used for the identification of stolen vehicles, stolen 
license plates, and wanted and missing persons. It is the policy of the Department that 
A.L.P.R. systems will be utilized only by sworn employees or by authorized 
administrators who are trained in the use of A.L.P.R. systems. 

IV. Procedures: 

A. General 

1. The use ~f A.l.P.R. systems and access to its database records is 
restricted and shall be used in accordance with the manufacturer's 
recommendations and this policy 

2. No employee shall use or authorize the use of A.LP .R. database records 
for reasons that are not legitimate law enforcement purposes. Misuse of 
this equipment and associated databases, or data, may result in 

3. 

disciplinary action. · 

A.L.P.R. systems and A.L.P.R. database records and any associated 
media are the property of the Department and are intended for law 
enforcement purposes. 

B. Administration 

1. The Department shall designate an employee(s) with administrative · 
oversight for A.l.P.R. system deployment and operations who is (are) 
responsible for the following: . · 

a. Establishing protocols for access, collection, storage, and 
retention of A.L.P.R. databases and associated data. 

b. Establishing protocols to preserve and document A.LP .R. reads 
and "aierts" or "hits" that are acted on in the field or associated 
with investigations or prosecutions. 

c. Establishing protocols to ensure the security and integrity of data 
captured, stored, and/or retained by the A.L.P.R. system. 

d. Ensuring compliance with the terms of any M.O.U. (memoranda of 
understanding) associated with A.LP .R. systems. · 

2. Designated, trained personnel shall check equipment oh a regular basis 
to ensure functionality and camera alignment. Equipment that falls · 
outside expected functionality shall not be used and shall be removed 
from service until the A.L.P.R. system is tested and repaired if necessary. 

3. A.L.P.R. systems diagnostics and repairs, hardware or software, shall be 
made by Department authorized sources. 

S.O.P.- OPS 012 
Automated License Plate Recognition 

, Page 3 of 5 · 



C. A.L.P.R. qeployment and Use 

1. At the start of each shift operators shall ensure that the A.LP.R. system 
has been updated with the most current hot lists available. 

2. Operators can obtain the current hot list at httbs://sftp.mdot.state.md.us/ 
Operators shall then enter their user name and password and obtain the 
file. 

3. Upon receiving an alert, prior to initiating a stop, the ALP .R. operator 
shall utilize whatever information is available to determine the accuracy of. 
the hit by; 

a. Visually verifying that the vehicle plate number matches the plate 
number captured by the A.L.P.R. system, including both 
alphanumeric characters of the license plate and the state of 
issuance. 

b. Verify the current status of the information provided by the hit 
through the Communications Section or MCT query.· Receipt of a 
hit is not sufficient probable cause ta 1nitiate a stop without 
verification. Verification of the information is essential before 
initiating a stop, furthering the investigation or taking any 
enforcement action. 

4. lf an operator verifies a hit as being accurate, the operator shall take 
appropriate action in accordance with Department policy and procedure. 

5. In each case in which a hit is received, the operator should record 
the .disposition of the hit into the A.L.P.R. system by selecting either 
"Accept" or "Misread" 

6. Administrators and operators may manually enter information into the 
A .. L.P.R. system database. Whenever information is manually entered 
into the database; 

a. It must be for legitimate law enforcement purposes. 

b. lt is the responsibility of the person entering the information. to 
remove the information once it no longer serves a legitimate law 
enforcement purpose. 

7. Searches of historical A.L.P.R. data within the A.L.P.R. system database 
shaU be conducted in accordance with established departmental policies 

. and procedures. · 

D A.L.P .R. Data Sharing and Dissemination 

Both active A.L.P.R. data and historical A.L.P.R. data should be considered "for 
official use only" and can be shared for legitimate law enforcement purposes: 

S.O.P.- OPS 012 
Automated License Plats Recognition 
Page 4 of 5 · 



. ' . . 
1. When A.l.P .R. data is disseminated outside the Department, it should be 

documented in a secondary dissemination log. . 

2. Information sharing among agencies shoul,d be dictated in accordance 
with M.O.U.s or established Departmental policies. 

E. Maintenance' . 

1. . A.l.P .R. operators shall not attempt to modify the A.LP .R. system 
equipment or software · 

2. A vehicle equipped with an A.l.P.R. system shall not he driven into any 
automatic car wash 

3. A.L.P.R. camera lenses may be cleaned in accordance with the 
manufacturers' recommendations 

( 

4. A.L.P.R. operators shall notlfy a supervisor and the A.L.P.R. 
Administrators via official cl:\annels of any A.L.P.R._equlpment needing 
maint~nance of repair. 

1.A.C.P. Model Policy - License Plate Readers · 
Reference(s) : M.S.P. Model Polley - License Plate Recognition Program 

Supersedes: Legal Review and Approval: 05/20/2011 

Distribution pate: 07/27/2011 Distribution Type: A Chiefof Po/fee:~ d- A-~ 

S.O.P.- OPS 012 
Automated License Plate Recognition 
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. . 

PRINCE GEORGE'S COUNTY POLICE DEPARTMENT 
ALPR 2019 YEARL AUDIT · 

January 22, 2020 

TO: House Judiciary Committee, Senate Judicial Proceedings Committee and Legislative 
Policy Committee 

FROM: Lt. J. Swonger #2998, Special Investigation Division 

SUBJECT: License Plate Reader (LPR) Program required information per Public Safety 
· Article § 3"' 509 

Maryland House Judiciary Committee; 
The Honorable Luke H. Clippinger - Chair 
House Office Building, Room 101 
6 Blc!den Street, Annapolis, MD 21401 

Maryland Senate Judicial Proceedings Committee: 
The Honorable William C. Smith - Chair · 
Mn'ler Senate Office Building, 2 East Wing 
11 Bladen -Street, Annapo~is, MD 21401 - 1991 

Maryland Legislative Policy Committee: 
The Honorable Bill Ferguson- Co-Chair 
The Honorable Adrienne A. Jones- Co-Chair 
c/o Department of Legislative s·ervices 
Legislative Services Building, Room 200B, 90 State Circle, Annapolis, MD 21401 

Honorable Chairmen and Chairwom~n, 

In accordance with§ 2-1246 of the State Government Article, the Maryland Coordination and Analysis 
Center (M.CAC) is reporting the following information regarding captured License Plate Reader (LPR) 
data for 2019: 

. . 
1. The total number of automatjc license plate reader units _being operated in the county by 

law enforcement agencies and the number of units submitti.ng data to the center: 98 
systems (87 Mobfle and 11 Fixed-) 

' 
2. The number of automatic ltcen~e plate read~r reactings made by a ·1aw enforcement 

~gency that maintains an automatic license plate reader .database and the number of 
readings submitted to the center: 47,820,819 readings an"d were sent to th~ center. 

3. The number of automati.c license plate reader readings being retained on the automatic 
license plate reader database: 47,820,819 

4. The number of request$ made tq the PGPD ALPR EOC system: 8 

5. The number of requests that resulted in a release of inform~tion: 8 



Aud'it Questions (Step 1) 

6. The number of out_of state requests: 0 

7. The number of federal requests; 0 

8. The number of out of state requests that resulted in a release of information: 0 

9. The number of federal requests that resulted in a release of information: 0 

10. Any data breaches or unauthorized uses of the automatfc license plate reader data.base: 
No 

11. A list of audits that w~re completed by th.e center or a law enforcement a,g'ency: A 
randqm seleetlQfl of.at least 1% of au relevant request (8 "' 0.01 = .08. M111i mum required 
per MCAC Modei Audit Policy is 50). All 8 Records were au-ctlted. 

12. The. Oepartruent of State Police and any law enforcement agency using an automatic 
iicens~ plate reader system shall: adopt procedures relating to the operation and use of 
the sysfem. The procedures s.hall include: 

i. Whicb personnel in the Center or a law enforc~ment agency are authorized to query 
oap.t1.1red, pla.te data gathered by an automatic License .plate reader system; Three (3) 
sw.om Prinoe Georges County Police Officers are authorized to ~uary the database: 

it An audi~ process to ensure that information obtained through the use of an 
automatic license plate reader- system is used only for legili!liate law· enforcement 
purpos.es, including audits of requests made by individual law enforcement agenci.es 
·or an individual law enforc~111ent officer: The Prlnee ~ ornes County Police 
implamented •MCAC1s Model Audit Poiicy fn At.tgus-t 2015. The policy was 
dlsseminate~ to. the Prince Georges County P0lice on October 1, 2015. the audit 
proce"Ss is explained above in question ~11. See attached suppo.rting docume~tion. 

Procedures and safeguards are in place to ensure that those with access to the 
automatic lieense plate reader database are·ad~quately s-creened and train.eel. The 
Prince Georges CQunty Police procedures and safeguards consist of t he following 
tra.lnlng and standards: 

a. Prince G.ewges County PQllce Ltcens-e Plate Read~ Standard Operating 
Proeedures. 

b. 8 Hour Li~nse Plate R-eader Practicum t raining approved through the 
Maryland Police 'framing, and Standwds Commission. Trained Th rough 
MCAC. 

c. AU Prince Georges County Pol' · · personnel are sworn officers, efficers with 
training in tbe use af the ALP: ·ys.tem. 

Lt. J .. Swonger #2998 
Commander SID/WAVE 
Prince Georges County Police 

2 



Audit Questions {Step 1) 

Goal Question Answer Comments 

Have pracedur:es been adopted related 
MCAC Model Policy for LPR ·1 to th~ operation and use of the LPR Yes adopted by PGPD 

System? (Cite policy numb~r) 

Are staff with access to Automatic 
Licen.se Plate Reader database 

2 adequately s.creen and trained in the Yes 
proper use of the system and all the 
privacy p.olicles related to-theret<;>? 

3 
Does the agency maintain training Yes 

records fot eactt user? 

4 .ls the training curriculum maintained? Yes 
MPTC Certified Oper.~tor and 

Train the Trainer. 

5 
Are the training records reviewed for 

Yes Yearly arid following training. 
relevance and effectiveness? 

Does the agency accept law ' 

6 
enforcement request for license plate 

Yes captured· data c,ollected by and LPR 
system? 

7 · If historical data is access_ed, does th,e 
Yes 

' ~gency have an audit trail? 

8 
Is the audit trail mc,1intained for at least 

Yes 
3 vears? 

Have audit procedures been adopted to 
ensure that information obtained 

9 through the use of an LPR.system is Yes Using MCAC's Audit Policy 
used· only for legitimate law 

enforcement purpqses? 
1~,· S~peo,f 8 records from 2019 

··~!;. Prince Georges County Police ~cm: request 

Cpl. John Robeson #23Ba,;,~ 
•'Dile · 1/zzjurz6 - ··; '":ll!IP ' · 

,\_i~ ! .. ·- . / r :,,,,,· - Conmletiiil:, 
II ~ -;:..:_...:1,.,..~-, !I 

Lt. J. Swonger #2998(;~ 
. . ·'o LJ.'. 

1h1/ZeJ7~ 
, ft 

· CompliieT: ~-~--~-.. ·ir. 
~ l 

3 



~~t~rcf 
Record [ 

Record2 

Record3 

Record4 

!Record 5 

Record 6 

Record 7 

Record 8 

Alldit Record Numb~er El1.1g Key 

7 I 6cda84-ba 1 f-40be>-960e-o9el a9304760 · 19-0074063 Yes 

daehb397-6d30-44l 7--ll80e.,8fe58fddb562 19-006795! Yes 

47fI'500f-29oe-4!l-52-9dOb-606a74ca9d06 19-001066 . Yes 

56nc8f5d-4e26-43S0-9268-d0d73ddc0d24 19-0060664 Yes 

5eaece57-e046-4639-8567-eed6fl20ff01 !9-0.067l23 Yl!S 

la 1 (iel 13 I-5cOp-4d9.c-b9el-24b6 J dtl2fe9d 19-0061 I 18 Yes 

27a2e I 67-J 32b4d9d-ac80-e6a7515eeb7e 19-0064363 Yes 

62ea3c8 9-773 7-48hf-a.3 b9-2e28df3c8l34 !9-0062720 Yes 

Submitting Agency: Prince Georges County Police 

Scope of Audit 

Prepared By: 

Jamral)'2019 through~ 

Cpl. John Robeson 1/2~ 

Reviewing Agency: 

Reviewed By: 

Date Reviewed: 

Prinpe Gebrges County Police 

Lt. J. Swonger#299·~ 

1/27/2020 

. ·~- ~ --·-- -·-- --

Yes Yes Yes Accurale 

Yes Yes . Yes Accurate 

Yes Yes Yes Accurate 

Yes Yes Yes Acc~rate 

Yes Yes Yes Accurate 

Yes Yes Yes Accurate 

Yes Yes Yes Accqrate 

Yes Yes · Ye.-, Accurnte 
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