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[DENTITY THEFT:
WHAT TO DO IF IT HAPPENS TO YOU

hen someone else uses your name, Social Security number,

bank account number, credit card number or other personal
identifying information to commit fraud, it is called “identity theft.”
The imposter may open credit accounts, obtain a driver’s license or
apply for insurance benefits in your name, and create havoc with
your personal finances. While identity theft is a crime that can be
prosecuted, the thief is often difficult to track. It is important to act
quickly and assertively to minimize the damage to your credit his-
tory. This guide provides victims a step-by-step process to address
the problems caused by identity theft and instructions on how to
contact the major resources.

In dealing with the authorities and financial institutions, it
is very important to keep a log of all conversations, including dates,
names, and phone numbers. Note time spent and any expenses in-
curred in case you are able to request restitution in a later judgment
or conviction against the thief. Confirm conversations in writing.
Send all correspondence by certified mail, return receipt requested.
Keep copies of all letters and documents.

1. CREDIT BUREAUS. Immediately place a fraud alert on your
credit reports and review your credit reports. Call any one of the
three major credit reporting companies (Experian, Equifax and
TransUnion, numbers below). The company you call is required to
contact the other two so that they can put a fraud alert on their file
too. Ask to add a victim’s statement to your report, such as: “My ID
has been used to apply for credit fraudulently. Contact me at [your
telephone number] to verify all applications.”

You are entitled to a free credit report once your file has been
flagged with a fraud alert. Carefully review the report for signs of ID
theft, including addresses where you have never lived or accounts you
did not open. Often, ID theft victims learn of the crime by finding
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fraudulent account information on their credit reports. Fraud alerts
are placed for 90 days, after which you can renew them for another
90 days. A victim of identity theft with a police report can also ask for
an extended seven-year fraud alert.

Be aware that these measures may not entirely stop new
fraudulent accounts from being opened by the imposter. You should
request a copy of your credit report every few months for a while to
monitor for fraud. If you requested the extended seven-year fraud
alert on your credit report, you are entitled to free credit reports
within 12 months from each of the three credit reporting companies.

Ask the credit bureaus about their procedures for investigat-
ing and removing erroneous information from your report. The ID
Theft Unit has sample letters you can use to dispute fraudulent ac-
counts on your credit report. Ask them for the phone numbers and
addresses of credit grantors with whom fraudulent accounts have
been opened. If a credit bureau removes erroneous information in
your report, ask it to send an updated report to anyone who received
your report in the last year (two years for employers).

Equifax Experian Trans Union
Report Fraud: | (888) 766-0008 | (888) 397-3742 | (800) 680-7289
Order Credit | (800) 685-1111 | (888) 397-3742 | (800) 680-7289
Report:
Website: www.equifax. | www.experian. | www.transunion.
com com com

To access your free credit report through the federal Fair
Credit Reporting Act, call 1(877) 322-8228 or go to www.annual-
creditreport.com. You are also entitled to a second free copy of your
credit report each year under Maryland law, which may be obtained
by contacting the credit bureaus at their toll-free numbers.

If the credit bureaus are not responsive to your requests,
contact the State of Maryland Division of Financial Regulation at
(410) 330-6830.
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2. LAW ENFORCEMENT. Report the fraudulent activity to your
local police or sheriff’s department. Under Maryland law (Crimi-
nal Law Article, § 8-304), your local police department must take
a report of identity theft and provide you with a copy. Give them
as much documented evidence as possible. Make sure the police
report lists the fraudulent accounts and any other relevant informa-
tion. Keep the phone number of the fraud investigator handy and
give it to creditors and others who require verification of your case.
You will need a copy of a police report to dispute fraudulent charges
on existing accounts, close fraudulently-opened accounts and block
fraudulent information on your credit report. If a police department
refuses to take a report, contact the ID Theft Unit for help.

3. FILEA COMPLAINT WITH THE FEDERAL TRADE COM-
MISSION, AND FILL OUT AN ID THEFT AFFIDAVIT:

o  www.ftc.gov/idtheft

o 1(877) ID Theft (438-4338)

4. CREDIT FREEZES. In addition to placing a fraud alert on your
credit report, Maryland law allows you to place a “Credit Freeze”that
blocks credit reporting agencies from sharing your credit report with
potential creditors without your express permission. A credit freeze
can help prevent identity theft. Most businesses will not open credit
accounts without first checking a consumer’s credit history. If your
credit files are frozen, even someone who has your name and Social
Security number would probably not be able to get credit in your
name. Maryland law prohibits credit reporting agencies from charg-
ing more than $5 per credit freeze.

You can place a “freeze” on your credit report either by certified
mail, through the credit reporting agencies’ websites or, after January
2010, over the phone. Each of the credit reporting agencies requires
slightly different information-- make sure to check their websites to
see exactly what is required at: www.transunion.com, www.equifax.
com, and www.experian.com. Generally, you will need to include
your name, addresses from the past five years, Social Security number,
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date of birth, a utility bill showing you at your current address, and the
$5.00 fee payable by check, money order or credit card. Credit freezes
are free to identity theft victims if you send a copy of your police report
with the letter requesting the freeze. If you send your freeze requests
via certified mail, address them to:

Equifax Security Freeze
P.O. Box 105788 Atlanta, GA 30348

Full name, address, Social Security number and date of
birth.

A copy of your police report, or other investigative report
filed with law enforcement, if you are an ID theft victim to
be eligible for a free freeze.

If you have moved in the past two years or had a name
change, you should provide that prior address or name so
you can be properly identified.

Experian Security Freeze
P. O.Box 9554 Allen, TX 75013

Full name, address, Social Security number and date of
birth.

A copy of your police report, or other investigative report
filed with law enforcement, if you are an ID theft victim to
be eligible for a free freeze.

If you have moved or had a name change in the past five
years, prior addresses and proof of prior names are also re-
quired.

Trans Union Security Freeze
P.O. Box 6790 Fullerton, CA 92834

Full name, address, Social Security number and date of
birth.

A copy of your police report, or other investigative report
filed with law enforcement, if you are an ID theft victim to
be eligible for a free freeze.

If you have moved in the past five years, supply addresses
for past five years.



5. IDENTITY THEFT PASSPORT. One of the tools the Consum-
er Protection Division can offer you is an Identity Theft Passport. The
Passport may help you resolve financial issues caused by identity theft
and help prevent accidental arrest if a thief uses your personal identi-
tying information during the commission of a crime. Once you have
obtained a police report from your local law enforcement agency, you
can apply for a Passport through the Identity Theft Unit. Contact the
Identity Theft Unit at IDTheft@oag.state.md.us or by phone at 410-
576-6491 for additional information and an application.

6. NEW ACCOUNT FRAUD. Immediately contact all creditors
with whom your name has been used fraudulently, by phone and
in writing. You may see evidence of these accounts on your credit
reports. Creditors are likely to ask you to fill out a fraud affidavit.
The Federal Trade Commission provides a uniform affidavit form
that most creditors accept (available online at www.consumer.gov/
idtheft). Ask the credit grantors to furnish you and your local law
enforcement agency copies of documents such as the thief’s applica-
tions for credit and the transaction records of the fraudulent transac-
tions. You may have to formally request that fraudulent accounts be
closed and the information be sent to you. You will need a copy of a
police report. Contact the ID Theft Unit for sample request letters.

7. EXISTING ACCOUNT FRAUD. Credit Cards. If your ex-
isting credit accounts have been used fraudulently, get replacement
credit cards with new account numbers. You should report the fraud
as soon as possible in writing to your credit card company. Under
federal law, you have 60 days to report the fraudulent charges to the
credit card company. If you report the fraud within the time limit,
the credit card company cannot hold you accountable for more than
$50 worth of the charges. Monitor your mail and credit card bills
for evidence of new fraudulent activity and report it immediately to
credit grantors. Add passwords to all accounts.

ATM cards. 1f your ATM or debit card has been stolen or
compromised, report it to your bank immediately and request a
fraud affidavit. Get a new card, account number and password. Do
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not use your old password. Monitor your account statement. Under
federal law, you are afforded more protection for your credit cards
than your ATM or debit cards. We recommend using a credit, not
debit, card for online purchases. If an ID thief uses your debit card
for fraudulent transactions and you report it within two business
days, you are liable for up to $50. If you report the problem between
two and 60 days after it occurs, you are liable for up to $500. If you
do not notice and report the problem within 60 days, you could be
responsible for all unauthorized charges.

PayPal and other escrow services: Read any user agreement
carefully before signing up to see what security and privacy steps the
company takes to protect your information, and review the compa-
ny’s fraud recovery provisions. For example, if you notify PayPal of
a fraudulent charge within 60 days of discovering it, they will not
hold you financially liable. Close any accounts related to the service
to avoid further fraud and report the charges to your bank or credit
card company.

8. PHONE AND UTILITY SERVICES. If a thief has established
phone or other utility services in your name or you discover fraudu-
lent charges on your bill, contact the service provider immediately to
cancel the account and open a new one. Provide a password that must
be used any time the account is changed. You can dispute charges
on your existing utility account or fraudulently opened accounts the
same way you can for other new accounts (see #6, above).

9. DEBT COLLECTORS. If debt collectors demand that you pay
the unpaid bills on fraudulent credit accounts, ask for the name of
the collection company, the name of the person contacting you,
phone number and address. Tell the collector that you are the victim
of fraud and are not responsible for the account. Ask the collector
for the name and contact information for the referring credit issuer,
the amount of the debt, account number and dates of the charges.
Under federal law, you are entitled to receive all information about
the debt that you would be entitled to see if the debt were actually
yours. The collector must inform the creditor that you are a victim
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of identity theft. Once a creditor is notified that a debt is the work of
an identity thief, it cannot sell that debt or place it for collection. Ask
the collector if they need you to complete their fraud affidavit form
or if you can use the Federal Trade Commission form. Follow up in
writing to the debt collector explaining your situation. Ask that they
confirm in writing that you do not owe the debt and that the account
has been closed.

10. STOLEN CHECKS AND FRAUDULENT BANK AC-
COUNTS. If a thief has stolen checks or written counterfeit checks
on your account, notify your bank. The bank should provide you
with a fraud affidavit. Stop payment on the checks, close your check-
ing and saving accounts and open new ones with new account num-
bers. Seta password for the new accounts. Ask the bank to notify the
check verification service with which it does business so that retailers
will be alerted not to accept those checks. If someone has opened
an account using your information, notify that bank. If your checks
have been stolen and you know where the thief has used them, con-
tact the verification company that the merchant uses:

o CheckRite: 1 (800) 766-2748

o ChexSystems: 1 (800) 428-9623 (closed checking accounts)

o CrossCheck: 1 (800) 552-1900

o Certegy, Inc. (previously Equifax Check Systems): 1 (800)
437-5120

« National Processing Co. (NPC) - 1 (800) 526-5380

o TeleCheck: 1 (800) 710-9898

To find out if the identity thief has been passing bad checks in your
name, call:
« SCAN: 1 (800) 262-7771

11. FRAUDULENT CHANGE OF ADDRESS. Notify the U.S.
Postal Inspection Service (in Maryland, call 410-715-7700) if you sus-
pect an identity thief has filed a change of your address with the post
office or has used the mail to commit credit or bank fraud. Find out
where fraudulent credit cards were sent. Notify the local postmaster
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for that address to forward all mail in your name to your own address.
You may also need to talk with the mail carrier.

12. SOCIAL SECURITY NUMBER (SSN) MISUSE. The So-
cial Security Administration’s Office of the Inspector General inves-
tigates cases that involve the use of your SSN to fraudulently obtain
Social Security benefits. Report this fraud to the Social Security Ad-
ministration at 1 (800) 269-0271.

13. DRIVER'S LICENSE NUMBER MISUSE. You may be able
to change your driver’s license number if someone is using yours as
identification on bad checks. Call the Maryland Motor Vehicle Ad-
ministration at 1 (800) 950-1682 to see if you qualify to be issued a
new number. You can also find out if a replacement license has been
issued in your name and ask to have a fraud alert put on your license.

14. VICTIM STATEMENTS. If the imposter is apprehended by
law enforcement and stands trial, write a victim impact letter to the
judge handling the case. Contact the victim/witness assistance pro-
gram of your local State’s Attorney’s Office or the Office of the At-
torney General for further information on how to make your voice
heard in the legal proceedings.

15. FALSE BANKRUPTCIES. If someone has filed for bankruptcy
in your name, write to the U.S. Trustee in the region where the bank-
ruptcy was filed. A list of the U.S. Trustee Program’s Regional Offices
is available on the U.S. Department of Justice Web site at www.usdoj.
gov/ust. You may need to hire a lawyer to help convince the bank-
ruptcy court that the filing is fraudulent.

16. CRIMINAL IDENTITY THEFT. Criminal identity theft in-
cludes a person fraudulently using your personal information in the
commission of a crime. Sometimes victims of identity theft learn
that imposters using their name were arrested or had arrest warrants
issued against them. If criminal violations are wrongfully attributed
to your name, contact the police department that arrested the person
using your identity, or the court agency that issued the warrant for
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the arrest. Explain that this is a case of misidentification and that
someone is using your personal information. You may need to file
an impersonation report to confirm your identity. If the arrest war-
rant is from a state or county other than where you live, ask your
local police department to send the impersonation report to the ap-
propriate police department. In addition to correcting your record
in criminal justice databases, you'll also want to clear your name
in court records. Contact the State’s Attorney’s office in the county
where the case was prosecuted. To contact the State’s Attorney’s of-
fice in the jurisdiction where the warrant was issued, go to www.
mdsaa.org for a listing of all State’s Attorneys offices.

Clearing your name of wrongful criminal records can be
challenging. The Privacy Rights Clearinghouse (www.privacyrights.
org or 619-298-3396) has a helpful fact sheet, “Criminal Identity
Theft” You may need to hire a criminal defense attorney to help
you clear your name. Contact your local bar association for help in
finding an attorney.

17. LEGAL HELP. You may want to consult an attorney to deter-
mine legal action to take against creditors and/or credit bureaus if
they are not cooperative in removing fraudulent entries from your
credit report or if negligence is a factor. Call the local Bar Associa-
tion, a Legal Aid office in your area (for low-income households),
or the National Association of Consumer Advocates (Www.naca.net)
to find an attorney who specializes in consumer law, the Fair Credit
Reporting Act and the Fair Credit Billing Act.

18. DON'T GIVE IN. Do not pay any bill or portion of a bill which
is the result of identity theft. Do not cover any checks which were
written and/or cashed fraudulently. Do not file for bankruptcy. Your
credit rating should not be permanently affected, and no legal action
should be taken against you. If any merchant, financial institution
or collection agency suggests otherwise, simply restate your willing-
ness to cooperate, but don't allow yourself to be coerced into paying
fraudulent bills. Report such attempts to government regulators.



19. KEEP ALL RECORDS AND WRITE EVERYTHING
DOWN. You will need many of the documents you receive over the
course of the recovery process, keep them together in a safe place.
Keep alog of all phone conversations (names, phone numbers, dates)
and follow up in writing. Use certified mail, return receipt requested
for all correspondence.

OTHER USEFUL RESOURCES

Federal Trade Commission

The FTC offers a universal fraud affidavit and an in-
depth guide for recovering from identity theft. Victims
can also file a complaint with the FTC that may help law
enforcement investigate and prosecute identity thieves.
www.consumer.gov/idtheft

(877) ID-THEFT (438-4338)

Privacy Rights Clearinghouse

The Privacy Rights Clearinghouse offers information on
identity theft and privacy issues.

www.privacyrights.org

619-298-3396

Identity Theft Resource Center

The Identity Theft Resource Center is a non-profit orga-
nization dedicated to the understanding and prevention
of identity theft.

http://www.idtheftcenter.org/

PO Box 26833

San Diego, CA 92196

858-693-7936

Mon-Fri 9:00 A.M.-4:30 P.M. Pacific Time
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In Maryland, it is a crime to obtain a person’s identifying in-
formation or assume another person’s identity in order to obtain any
benefit or thing of value, to avoid the payment of a debt, or to avoid
prosecution for a crime. A person convicted of this crime is sub-
ject to a fine up to $25,000 or up to 15 years in prison or both. The
court may also order the person to make restitution to the victim
for reasonable costs incurred, including attorney’s fees for clearing
the victim’s credit history or as the result of any civil proceeding that
arose because of the crime.

CONSUMER PROTECTION DIVISION
OFFICE OF THE ATTORNEY GENERAL

200 St. Paul Place
Baltimore, MD 21202

Toll-free: 1 (888) 743-0023
Consumer complaint hotline: 410-528-8662

Identity Theft Unit:
idtheft@oag.state.md.us
www.oag.state.md.us/idtheft
410-576-6491

Revised 07/08
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