




























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































518

database to the Backup_TDE device. Also, back up the certifcate and keys related to
this database.

Restore Databases
Prior to completing each task in the following practices, list the steps you would take to
accomplish the task. After completing the task, assess how accurately you predicted the nec-
essary steps.
m Practice 1 On the default instance on SQL-A, create a new certifcate by using the
backup of the certifcate you created to support Transparent Data Encryption on the
HEXAGON database. Restore the HEXAGON database on the default instance on

SQL-A.
m Practice 2 Use setup.exe to restore the system databases on the ALTERNATE instance
on server SQL-A.
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Answers

This section contains the answers to the lesson review questions and solutions to the case
scenarios in this chapter.

Lesson 1
1. Correct Answer: D

A. Incorrect: Backup operators can back up and restore fles. Membership in this
group will not resolve the described problem.

B. Incorrect: Cryptographic operators can perform special cryptographic operations.
Membership in this group will not resolve the described problem.

C. Incorrect: Members of this group can run Performance Monitor. Membership in
this group will not resolve the described problem.

D. Correct: You must add the agent account to the Pre-Windows 2000 Compatible

Access group to ensure that jobs run by users who are not members of the local
administrator group run correctly.

Correct Answer: A

Correct: This role gives Rooslan the appropriate permissions without providing
permissions on the jobs of other users.

Incorrect: This role enables the holder to view information about other users’ jobs.
Incorrect: This role enables the holder to run other users’ job.

Incorrect: This role enables the holder to perform any SQL Server Agent job—
related tasks.

Correct Answer: A

A.

Correct: An alert based on a performance condition can ensure that a job is
triggered.

Incorrect: An operator is a point of contact.

Incorrect: A maintenance plan is a set of predefned maintenance tasks. You can
schedule maintenance plans, but they are not directly triggered by performance
conditions.

Incorrect: A proxy is a set of credentials used to run a SQL Server Agent job.

Correct Answer: C

A.
B.

Incorrect: An operator is a point of contact.

Incorrect: An alert can trigger a job but cannot perform independent actions
beyond triggering a job, notifying an operator, or writing an event to a log.
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C.

Correct: You can confgure a job to perform a set of separate executable tasks
according to a schedule.

Incorrect: A proxy is a set of credentials used to run a SQL Server Agent job.

Lesson 2

1.

Correct Answer: D

A.

C.

Incorrect: A full backup will capture the necessary data but will also affect the
existing restore sequence.

Incorrect: A transaction log backup will not capture all the necessary data, only
the transaction log data since the last transaction log backup.

Incorrect: A differential backup will capture only data that changed since the last
backup.

Correct: A copy backup will capture all the necessary data without affecting the
existing restore sequence.

Correct Answer: C

A.

Incorrect: A full backup captures all data when you want to capture only data that
changed since the last full backup.

Incorrect: Transaction log backups capture only transaction log data that changed
since the last transaction log backup.

Correct: A differential backup captures all data that has changed since the last full
backup.

Incorrect: A copy backup can be either a transaction log or a full backup. It cap-
tures either a full copy of the database or a transaction log without affecting the
existing backup sequence.

Correct Answer: C

A.

Incorrect: The master database is not regenerated each time you restart the
Database Engine. You should back up the master database regularly.

Incorrect: The msdb database is not regenerated each time you restart the
Database Engine. You should back up the msdb database regularly.

Correct: The tempdb database is re-created each time you restart the Database
Engine.
Incorrect: The model database is not regenerated each time you restart the

Database Engine. You should back up this database whenever you make changes
to it.

Correct Answer: A

A.

Correct: Backups are taken on secondary replicas but can be taken on the primary
if the primary is the only available replica.

Incorrect: Backups are taken on the secondary replica only.
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C.
D.

Incorrect: Backups are taken on the primary replica only.

Incorrect: The Any Replica preference allows backups to occur on any replica.

Lesson 3

1.

Correct Answer: C

A.
B.

Incorrect: The RECOVERY option puts the database back into operation.

Incorrect: When you use the NORECOVERY option, the database is restored but is
not accessible.

Correct: RESTORE WITH STANDBY puts the database into a read-only state,
enabling members of the sysadmin role to check the integrity of the data.

Incorrect: The KEEP_REPLICATION setting ensures that replication settings are
kept. This does not ensure that the database is accessible only to members of the
sysadmin role.

Correct Answer: A

A.

Correct: You must take a transaction log backup to complete an online fle restore
to bring the database into a consistent state.

Incorrect: You do not need to restore the most recent transaction log by using the
WITH STANDBY option. The fnal step in performing an online fle recovery is to
take a transaction log backup to bring the database into a consistent state.

Incorrect: You do not need to restore the most recent transaction log by using the
WITH RECOVERY option. The fnal step in performing an online fle recovery is to
take a transaction log backup to bring the database into a consistent state.

Incorrect: You do not need to restore the most recent transaction log by using the
WITH NORECQVERY option. The fnal step in performing an online fle recovery is
to take a transaction log backup to bring the database into a consistent state.

Correct Answers: A and B

A.

Correct: You will use the 6 A.M. full backup and the 10 A.M. differential backup in
your restore sequence.

Correct: You will use the 6 A.M. full backup and the 10 A.M. differential backup in
your restore sequence.

Incorrect: You will not use the 9:30 A.M. transaction log backup in your restore
sequence. The existence of the 10 A.M. differential means that the 9:30 A.M. trans-
action log fle is not required.

Incorrect: You will not use the 10:30 A.M. transaction log backup in your restore
sequence. The volume hosting the database fles failed at 10:15 A.M., which means
this log backup will not be available.
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4. Correct Answers: A, B, and D
A. Correct: You can rebuild the msdb database by using setup.exe.
B. Correct: You can rebuild the model database by using setup.exe.

C. Incorrect: The tempdb database is created when the Database Engine instance
starts. You cannot rebuild this database by using setup.exe.

D. Correct: You can rebuild the master database by using setup.exe.

Case Scenario 1

1. You can confgure job steps so that the next step occurs only if the frst step completes
successfully.

2. Disable the alerts. You can re-enable them as necessary. While disabled, the jobs will
not be triggered.

3. Confgure Kim as a fail-safe operator.

Case Scenario 2

1. Issue the ALTER AVAILABILITY GROUP [Victoria] SET (AUTOMATED_BACKUP
_PREFERENCE = SECONDARY_ONLY); command.

2. Execute the EXEC sp_addumpdevice ‘disk’, ‘fle_backup’, ‘e:\store\fle_backup.bak’ com-
mand to create the appropriate backup device.

3. All databases will need to use the full recovery model to ensure that point-in-time
recovery is possible.

Case Scenario 3

1. Use the following command to rebuild the system databases on the default instance of
SYD-SQL-A:

setup /Q /ACTION=REBUILDDATABASE /INSTANCENAME=MSSQLSERVER

2. Use the following command to check the current state of the HOVERCRAFT
database:
SELECT databasepropertyex ('HOVERCRAFT', 'Status');

3. You can perform an online fle restore of the corrupted fle in the NEPTUNE database

if you can perform a tail-log backup, the host instance is running SQL Server 2012
Enterprise edition, and the primary fle group is online.
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Code Case Studies

Your real-world experience has given you opportunities to review and maintain code. The
exam might also test your skills in this area. To help you prepare, this chapter presents
multiple scenarios as code case studies. Review each case study and answer the questions.

Case Study 1

You are developing the necessary code to confgure the Litware2012 database. This data-
base will be hosted on a SQL Server 2012 instance. At present, the instance is confgured in
the following way:

m FILESTREAM is not currently enabled.

= No database master key exists.

01 USE [master]

02 GO

03 CREATE DATABASE [Litware2012]

04 GO

05 ALTER DATABASE [Litware2012] ADD FILEGROUP [Tertiary]
06 GO

07 ALTER DATABASE [Litware2012] ADD FILEGROUP [Quaternary]
08 GO

09 EXEC sp_configure filestream_access_level, 2

10 GO

11 RECONFIGURE

12 GO

13 ALTER DATABASE Litware2012 ADD FILEGROUP FileStreamFileGroup CONTAINS
FILESTREAM;

14 GO

15 ALTER DATABASE Litware2012 ADD FILE (

16 NAME = FileStrmFiTe,

17 FILENAME = 'C:\FSTRM")

18 TO FILEGROUP FileStreamFileGroup;

19 ALTER DATABASE Litware2012

20 SET FILESTREAM (NON_TRANSACTED_ACCESS = FULL, DIRECTORY_NAME = 'FTBLE');
21 USE [LitWare2012]

22 CREATE TABLE DocStore as FileTable;

23 GO

24 sp_configure 'contained database authentication', 1;

25 GO
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26 RECONFIGURE;

27 GO

28 USE [master]

29 GO

30 ALTER DATABASE [Litware2012] SET CONTAINMENT = PARTIAL
31 GO

32 CREATE USER contained user WITH PASSWORD = 'Pa$$wOrd';
33 USE master;

34 GO

35 CREATE MASTER KEY ENCRYPTION BY PASSWORD = 'P@sswOrd';
36 GO

37 CREATE CERTIFICATE ServerCertificate WITH SUBJECT = 'Server Certificate';
38 GO

39 USE [LitWare2012];

40 GO

41 CREATE DATABASE ENCRYPTION KEY

42 WITH ALGORITHM = AES_128

43 ENCRYPTION BY SERVER CERTIFICATE ServerCertificate;

44 GO

45 ALTER DATABASE LitWare2012

46 SET ENCRYPTION ON;

47 GO

Questions

Answer the following questions to test your knowledge of the information in this case study.
Refer to the code sample as necessary. You can fnd the answers to these questions and
explanations of why each answer choice is correct or incorrect in the “Answers” section at the
end of this chapter.

QUESTION 1
Prior to which line of code is it necessary to reconfgure and restart the Microsoft SQL Server
service?

A. 01
B. 03
C. 13
D. 09

QUESTION 2
Which tool would you use to enable FILESTREAM on the SQL Server service?

A. SQL Server Management Studio

B. SQL Server Installation Center

C. SQL Server Confguration Manager
D. SQL Server Profler

Code Case Studies



QUESTION 3
Which line confgures the instance so that it supports use by database users who have no cor-
responding instance login?

A. 30
B. 24
C. 20
D. 32

QUESTION 4
Which Transact-SQL statement would you use to back up the database encryption key cre-
ated on line 35?

A. BACKUP MASTER KEY
B. ALTER MASTER KEY
C. DROP MASTER KEY
D. CREATE MASTER KEY

QUESTION 5
Which line of code would you modify if you wanted to increase the database encryption key
length to 256 bits?

A. 35
B. 37
C. 42
D. 46

QUESTION 6
Which of the following substitutions on line 42 would give you the strongest database
encryption key?

A. WITH ALGORITHM = AES_128
B. WITH ALGORITHM = AES_192
C. WITH ALGORITHM = AES_256
D. WITH ALGORITHM = TRIPLE_DES_3KEY

QUESTION 7
This code creates a table mapped to a directory on the fle system. You can add fles to the
database by copying them to this directory on the fle system. What is the name of this table?

A. FILESTREAM

B. FTBLE
C. FSTRM
D. DocStore

Case Study 1
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QUESTION 8
Which line of code would you alter if you wanted to select a different directory to associate
with fle tables in the Litware2012 database?

A. 20
B. 22
C. 30
D. 17

QUESTION 9
After which line of code are you able to create contained users in the Litware2012 database?

A. 24
B. 09
C. 30
D. 35

QUESTION 10

Which of the following statements could you use to create a contained user mapped to the
contoso\contained_user_b user in the Litware2012 database after all the code in the case
study has been executed?

A. CREATE USER contained_user_b WITH PASSWORD ‘P@sswOrd’;

B. CREATE LOGIN [contoso\contained_user_b];

C. CREATE USER [contoso\contained_user_b] FOR LOGIN [contoso\contained_user_b;
D. CREATE USER [contoso\contained_user_b];

QUESTION 11
After this statement has been executed, which of the following flegroups are associated with
the Litware2012 database? (Choose all that apply.)

A. Tertiary

B. Secondary

C. DocStore

D. FileStreamFileGroup

QUESTION 12

Which of the following Transact-SQL statements would you use to remove the Tertiary
flegroup?

A. ALTER DATABASE
B. ALTER SCHEMA
C. DROP DATABASE
D. DROP SCHEMA
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QUESTION 13
After which line of code are you able to create databases that use contained authentication?

A. 24

B. 09

C. 30

D. 35
QUESTION 14

After you execute the code in the case study, you create a database named TailspinToys.
Which of the following statements must you execute to apply transparent data encryption to
this new database? (Choose all that apply.)

A. CREATE MASTER KEY

B. CREATE CERTIFICATE

C. CREATE DATABASE ENCRYPTION KEY
D. ALTER DATABASE

QUESTION 15
Which of the following Transact-SQL statements would you use to add a fle named
newfle.ndf in the c:\DBFILES to the Tertiary flegroup?

A. ALTER DATABASE
B. ALTER ENDPOINT
C. ALTER SCHEMA
D. ALTER TABLE

QUESTION 16
Which statement must be executed before it is possible to confgure a database hosted on
the instance to use FILESTREAM?

A. 24
B. 09
C. 30
D. 35

QUESTION 17
Which line of code would you modify if you wanted to alter the folder that hosts the
FILESTREAM fle?

A. 22
B. 30
C. 17
D. 20
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QUESTION 18
Which of the following statements would you use to make the Tertiary flegroup read-only?
A. ALTER DATABASE
B. ALTER ENDPOINT
C. ALTER SCHEMA
D. ALTER TABLE

QUESTION 19

You have executed the code presented in the case scenario, but you want to change the data-
base master key password. Which of the following statements would you use to accomplish
this goal?

A. OPEN MASTER KEY
B. ALTER MASTER KEY
C. DROP MASTER KEY
D. CLOSE MASTER KEY

QUESTION 20

After which line of code is executed against the instance is it possible to create a server
certifcate?

A. 24
B. 09
C. 30
D. 35

Case Study 2

You are creating users, logins, and roles to secure the AdventureWorks2012 database. With
this in mind, you have developed the following code:

01 USE [master]

02 GO

03 CREATE LOGIN "CONTOSO\Account_Two" FROM WINDOWS;

04 CREATE LOGIN "CONTOSO\Group_Two" FROM WINDOWS;

05 CREATE LOGIN sql_user_a WITH PASSWORD = 'Pa$$wOrd’;

06 CREATE CERTIFICATE Dan_Bacon

07 WITH SUBJECT = 'Dan Bacon certificate in master database',
08 EXPIRY_DATE = '01/01/2018';

09 CREATE LOGIN Dan_Bacon FROM CERTIFICATE Dan_Bacon;

10 CREATE ASYMMETRIC KEY sql_user_e WITH ALGORITHM = RSA_2048;
11 CREATE LOGIN sql_user_e FROM ASYMMETRIC KEY sql_user_e;

12 ALTER LOGIN sql_user_a DISABLE;

528 Code Case Studies



13 DENY CONNECT SQL TO [contoso\Account_Two];

14 ALTER SERVER ROLE serveradmin ADD MEMBER "contoso\Group_Two";
15 CREATE SERVER ROLE Modify_Databases;

16 GRANT ALTER ANY DATABASE TO Modify_Databases;

17 CREATE CREDENTIAL RemoteFTP with IDENTITY = 'FTP_Login', SECRET = 'Pa$$wOrd';
18 USE [AdventureWorks2012]

19 GO

20 CREATE USER "contoso\Group_Two" FOR LOGIN "contoso\Group_Two";
21 CREATE ROLE TableCreator AUTHORIZATION "contoso\administrator";
22 CREATE ROLE [Alpha-Role] AUTHORIZATION "contoso\administrator";
23 CREATE ROLE [Beta-Role] AUTHORIZATION "contoso\administrator”;
24 GRANT CREATE TABLE TO TableCreator;

25 EXEC sp_addrolemember 'TableCreator', "contoso\Account_Two";

26 EXEC sp_addrolemember 'Alpha-Role', [Dan_Bacon]

27 GRANT INSERT ON [Person].[Address] TO [Alpha-Role]

28 DENY INSERT ON [Person].[Address] TO [Beta-Role]
Questions

Answer the following questions to test your knowledge of the information in this case study.
Refer to the code sample as necessary. You can fnd the answers to these questions and

explanations of why each answer choice is correct or incorrect in the “Answers” section at the

end of this chapter.

QUESTION 1
Which step must you take prior to creating the Dan Bacon account?

A.
B.
C.
D.

Enable contained database authentication.

Execute the CREATE MASTER KEY statement.

Execute the CREATE CERTIFICATE statement.

Execute the CREATE DATABASE ENCRYPTION KEY statement.

QUESTION 2
What must you do before executing the CREATE ROLE TableCreator AUTHORIZATION
“contoso\administrator” statement? (Choose all that apply.)

A.

You must create the “contoso\administrator” user by using the CREATE USER “contoso
\administrator” for LOGIN “contoso\administrator” statement.

You must create the “contoso\administrator” login by using the CREATE LOGIN
“contoso\administrator” FROM WINDOWS statement.

You must create the login Administrator by using the CREATE LOGIN [Administrator]
WITH PASSWORD ‘P@sswOrd’ statement.

You must create the user Administrator by using the CREATE USER [Administrator] for
LOGIN [Administrator] statement.

Case Study 2
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QUESTION 3
Which step must you take before adding Dan Bacon to the Alpha-Role role in line 26?

A.
B.
C.
D.

Create a user for Dan Bacon in the AdventureWorks2012 database.
Create a user for Dan Bacon in the msdb database.
Create a login for Dan Bacon in the msdb database.

Create a login for Dan Bacon in the AdventureWorks2012 database.

QUESTION 4
Which statement would you use to enable the sql_user_a login?

A.

ALTER LOGIN
DROP LOGIN
ALTER USER
DROP USER

QUESTION 5

Which line of code would you change if you wanted to ensure that Dan Bacon could not
authenticate after the frst of January 2017?

A.

09
10
08
11

QUESTION 6
Which login authenticates by using an asymmetric key?

A.

contoso\Account_Two
sql_user_a
sql_user e

Dan_Bacon

QUESTION 7

After the case study code has been executed, which of the following logins are members of
the TableCreator role?

A.

contoso\Account_Two
contoso\Group_Two
sql_user_a

Dan_Bacon
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QUESTION 8
Which of the following logins is disabled after the case study code has been executed?

A. contoso\Account_Two
B. sql_user_a
C. sql_user_ e

D. Dan_Bacon

QUESTION 9

After executing the code, you determine that one login was inadvertently added to the
serveradmin role. Which of the following Transact-SQL statements would you execute to
remedy this situation?

A. sp_addrolemember
B. DROP ROLE
C. ALTER ROLE
D. ALTER SERVER ROLE

QUESTION 10
Which of the following logins has not been disabled but has been denied the ability to con-
nect to the instance?

A. contoso\Account_Two
B. sql_user_a
C. Dan_Bacon

D. sql_user_e

QUESTION 11
You have discovered that the password assigned to the FTP credential is incorrect. Which line
of the case study code would you modify to correct this error?

A. 12
B. 21
C. 17
D. 28

QUESTION 12
After running the case study code, to which Active Directory group could you add an Active
Directory user account to grant access to the instance?

A. Dan_Bacon

B. Alpha-Role

C. contoso\Group_Two
D. Beta-Role
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QUESTION 13

After executing the case study code, you want to add two users to the Beta-Role role. Which
of the following statements or stored procedures could you use to accomplish this goal?
(Choose all that apply.)

A. ALTERROLE

B. sp_addrolemember
C. CREATE ROLE

D. ALTER SERVER ROLE

QUESTION 14
Which statement would you use to modify the membership of the Modify_Databases role?

A. CREATE ROLE

B. ALTER ROLE

C. ALTER SERVER ROLE
D. CREATE SERVER ROLE

QUESTION 15
Which of the following principals could you add to the Beta-Role role? (Choose all that apply.)

A. TableCreator
B. ModifyDatabases
C. contoso\Account_Two

D. sqgl_user a

QUESTION 16
Which of the following principals could you add to the Modify_Databases role? (Choose all
that apply.)

A. sql _user a

B. TableCreator

C. sql_user e

D. Beta-Role

QUESTION 17
Which of the following statements would you use to assign the ALTER ANY LOGIN statement
to the Modify_Databases role?

A. ALTER SERVER ROLE

B. GRANT
C. DENY
D. REVOKE
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QUESTION 18
You want to remove the DENY INSERT ON permission assigned to the Beta-Role role on line
28. Which statement would you use to accomplish this goal?

A. ALTER ROLE
B. GRANT

C. DENY

D. REVOKE

QUESTION 19

You have created a new role named Role_Beta by using the CREATE SERVER ROLE statement.
Members of this role should be able to unlock locked SQL Server logins. Which of the follow-
ing statements would you use to assign the appropriate permission?

A. GRANT ALTER ANY CREDENTIAL TO Role_Beta
B. GRANT ALTER ANY LOGIN TO Role_Beta

C. DENY ALTER ANY CREDENTIAL TO Role_Beta
D. REVOKE ALTER ANY CREDENTIAL TO Role_Beta

QUESTION 20

You want to create a database role that enables users to view data in a table but not to
modify that data, remove that data, or insert new data. Which of the following database-level
permissions should you assign to this database role on the table?

A. ALTER

B. SELECT
C. INSERT
D. DELETE

Case Study 3

You are planning the confguration of server-level and database-level audits. With this in
mind, you have prepared the following code:

01 CREATE SERVER AUDIT [INSTANCE_AUDIT]

02 TO APPLICATION_LOG

03 WITH

04 ( QUEUE_DELAY = 1000

05 ,ON_FAILURE = SHUTDOWN

06 )

07 CREATE SERVER AUDIT SPECIFICATION [INSTANCE_SPEC]
08 FOR SERVER AUDIT [INSTANCE_AUDIT]

09 ADD (DATABASE_CHANGE_GROUP)

10 ALTER SERVER AUDIT SPECIFICATION [INSTANCE_SPEC]
11 ADD (DATABASE_LOGOUT_GROUP)
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12 CREATE DATABASE AUDIT SPECIFICATION [DATABASE_SPEC]

13 FOR SERVER AUDIT [INSTANCE_AUDIT]

14 ADD (USER_CHANGE_PASSWORD_GROUP)

15 ALTER DATABASE AUDIT SPECIFICATION [DATABASE_SPEC]
16 ADD (SUCCESSFUL_DATABASE_AUTHENTICATION_GROUP)
Questions

Answer the following questions to test your knowledge of the information in this case study.
Refer to the code sample as necessary. You can fnd the answers to these questions and
explanations of why each answer choice is correct or incorrect in the “Answers” section at the
end of this chapter.

QUESTION 1
Which line of code would you change if you wanted events to be written to the Security log?

A. 04
B. 02
C. 05
D. 01

QUESTION 2

If you are using a domain account for the SQL Server service account, which of the following
must you ensure prior to confguring audit events to be written to the Security log? (Choose
all that apply.)

A. Add the service account to the Generate Security Audits policy.
B. Confgure the Audit Privilege Use policy for Success and Failure.
C. Confgure the Audit Object Access policy for Success and Failure.

D. Add the service account to the Manage Auditing And Security Log policy.

QUESTION 3
After executing the case study code, you determine that you want to audit backup and
restore operations at the instance level. Which of the following statements would you execute
to accomplish this goal?
A. ALTER SERVER AUDIT SPECIFICATION [INSTANCE_SPEC] ADD (AUDIT_CHANGE_GROUP)
B. ALTER DATABASE AUDIT SPECIFICATION [DATABASE_SPEC] ADD
(BACKUP_RESTORE_GROUP)
C. ALTER SERVER AUDIT SPECIFICATION [INSTANCE_SPEC] ADD
(BACKUP_RESTORE_GROUP)

D. ALTER DATABASE AUDIT SPECIFICATION [DATABASE_SPEC] ADD
(AUDIT_CHANGE_GROUP)
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QUESTION 4

You execute the statements in the case study code. You then determine that you do not want
to audit password change events on contained databases. Which of the following Transact-
SQL statements should you execute to modify the appropriate audit specifcation so these
events are no longer audited?

A. ALTER SERVER AUDIT SPECIFICATION [INSTANCE_SPEC] DROP
(DATABASE_CHANGE_GROUP)

B. ALTER DATABASE AUDIT SPECIFICATION [DATABASE_SPEC] DROP
(USER_CHANGE_PASSWORD_GROUP)

C. ALTER SERVER AUDIT SPECIFICATION [INSTANCE_SPEC] DROP
(DATABASE_LOGOUT_GROUP)

D. ALTER DATABASE AUDIT SPECIFICATION [DATABASE_SPEC] DROP
(SUCCESSFUL_DATABASE_AUTHENTICATION_GROUP)

QUESTION 5
Which line of code would you modify if you wanted to increase the amount of time that
elapses before audit actions must be processed?

A. 04
B. 02
C. 05
D. 01

QUESTION 6
You start SQL Server Management Studio, connect to an instance, and run the case study
code. In which database is the database audit specifcation created?

A. master
B. model
C. msdb
D. tempdb

QUESTION 7

After executing the statements in the case study code, you want to confgure additional
auditing at the database level. Specifcally, you want to audit changes to auditing settings.
Which of the following statements would you execute to accomplish this goal?

A. ALTER SERVER AUDIT SPECIFICATION [INSTANCE_SPEC] ADD (AUDIT_CHANGE_GROUP)

B. ALTER DATABASE AUDIT SPECIFICATION [DATABASE_SPEC] ADD
(BACKUP_RESTORE_GROUP)
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C. ALTER SERVER AUDIT SPECIFICATION [INSTANCE_SPEC] ADD
(BACKUP_RESTORE_GROUP)

D. ALTER DATABASE AUDIT SPECIFICATION [DATABASE_SPEC] ADD
(AUDIT_CHANGE_GROUP)

QUESTION 8
You want to audit the use of DBCC commands on a specifc database. Which of the following
audit action groups should you add to a database audit specifcation?

A. FAILED DATABASE_AUTHENTICATION GROUP
B. DATABASE_OBJECT OWNERSHIP CHANGE_GROUP
C. DBCC_GROUP

D. DATABASE_OWNERSHIP CHANGE_GROUP

QUESTION 9

You run the statements in the case study code. After reviewing the audit logs, you determine
that you no longer want to audit logout events for contained database users. Which of the
following statements should you execute to accomplish this goal?

A. ALTER SERVER AUDIT SPECIFICATION [INSTANCE_SPEC] DROP
(DATABASE_CHANGE_GROUP)

B. ALTER DATABASE AUDIT SPECIFICATION [DATABASE_SPEC] DROP
(USER_CHANGE_PASSWORD_GROUP)

C. ALTER SERVER AUDIT SPECIFICATION [INSTANCE_SPEC] DROP
(DATABASE_LOGOUT GROUP)

D. ALTER DATABASE AUDIT SPECIFICATION [DATABASE_SPEC] DROP
(SUCCESSFUL_DATABASE_AUTHENTICATION_GROUP)

QUESTION 10

The Database Engine instance is confgured to shut down on audit failure. Recovery involves
starting the Database Engine instance in a special mode. You want to allow the Database
Engine instance to continue running if there is an auditing failure. Which line of code would
you change in the case study code to accomplish this goal?

A. 04
B. 02
C. 05
D. 01
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QUESTION 11
You want to audit changes to database ownership for a specifc database. Which of the fol-
lowing audit action groups should you add to a database audit specifcation?

A. FAILED_DATABASE_AUTHENTICATION_GROUP

B. DATABASE_OBJECT_OWNERSHIP_CHANGE_GROUP

C. DBCC_GROUP

D. DATABASE_OWNERSHIP_CHANGE_GROUP

QUESTION 12
You confgure a server audit specifcation to include the DATABASE_PRINCIPAL_CHANGE
_GROUP audit action group. Which of the following events will be recorded due to the inclu-
sion of this audit action group in a database audit specifcation? (Choose all that apply.)

A. Use of the CREATE LOGIN statement

B. Use of the CREATE USER statement

C. Use of the CREATE SERVER ROLE statement

D. Use of the CREATE ROLE statement

QUESTION 13
You execute the case study code. After reviewing the audit logs, you determine that you no
longer want to audit database creation, modifcation, or deletion events. Which of the follow-
ing statements would you execute to accomplish this goal?
A. ALTER SERVER AUDIT SPECIFICATION [INSTANCE_SPEC] DROP
(DATABASE_CHANGE_GROUP)
B. ALTER DATABASE AUDIT SPECIFICATION [DATABASE_SPEC] DROP
(USER_CHANGE_PASSWORD_GROUP)
C. ALTER SERVER AUDIT SPECIFICATION [INSTANCE_SPEC] DROP
(DATABASE_LOGOUT_GROUP)

D. ALTER DATABASE AUDIT SPECIFICATION [DATABASE_SPEC] DROP
(SUCCESSFUL_DATABASE_AUTHENTICATION_GROUP)

QUESTION 14
After executing the statements in the case study code, you want to confgure additional
auditing at the instance level. You want to track changes made to auditing settings. Which of
the following statements would you execute to accomplish this goal?
A. ALTER SERVER AUDIT SPECIFICATION [INSTANCE_SPEC] ADD (AUDIT_CHANGE_GROUP)
B. ALTER DATABASE AUDIT SPECIFICATION [DATABASE_SPEC] ADD
(BACKUP_RESTORE_GROUP)
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C. ALTER SERVER AUDIT SPECIFICATION [INSTANCE_SPEC] ADD
(BACKUP_RESTORE_GROUP)

D. ALTER DATABASE AUDIT SPECIFICATION [DATABASE_SPEC] ADD
(AUDIT_CHANGE_GROUP)

QUESTION 15

You have enabled contained authentication on a database. You want to track failed logins
for database users. Which of the following audit action groups should you add to an existing
database audit specifcation to accomplish this goal?

A. FAILED DATABASE_AUTHENTICATION_GROUP
B. DATABASE_OBJECT OWNERSHIP CHANGE_GROUP
C. DBCC_GROUP

D. DATABASE_OWNERSHIP. CHANGE_GROUP

QUESTION 16

You want to track changes to the membership of fxed server roles. Which of the following
audit action groups should you confgure as part of a server audit specifcation?

A. DATABASE_ROLE_MEMBER_CHANGE_GROUP
B. SERVER_ROLE_MEMBER_CHANGE_GROUP

C. SERVER_PRINCIPAL_CHANGE_GROUP

D. DATABASE_PRINCIPAL_CHANGE_GROUP

QUESTION 17

You confgure a server audit specifcation to include the SERVER_PRINCIPAL_CHANGE_GROUP
audit action group. Which of the following events will be recorded due to the inclusion of this
audit action group in the server audit specifcation? (Choose all that apply.)

A. Use of the CREATE LOGIN statement

B. Use of the CREATE USER statement

C. Use of the CREATE SERVER ROLE statement
D. Use of the CREATE ROLE statement

QUESTION 18
You execute the case study code. After reviewing the audit logs, you determine that you no
longer want to audit successful contained database user authentication. Which of the fol-
lowing statements should you execute to modify SQL Server auditing so these events are no
longer audited?
A. ALTER SERVER AUDIT SPECIFICATION [INSTANCE_SPEC] DROP
(DATABASE_CHANGE_GROUP)
B. ALTER DATABASE AUDIT SPECIFICATION [DATABASE_SPEC] DROP
(USER_CHANGE_PASSWORD_GROUP)
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ALTER SERVER AUDIT SPECIFICATION [INSTANCE_SPEC] DROP
(DATABASE_LOGOUT_GROUP)

ALTER DATABASE AUDIT SPECIFICATION [DATABASE_SPEC] DROP
(SUCCESSFUL_DATABASE_AUTHENTICATION_GROUP)

QUESTION 19

You execute the statements in the case study code on an instance that hosts 200 databases.
You want to audit backup and restore operations on some but not all of these databases.
Which of the following Transact-SQL statements would you execute to accomplish this goal?

A.
B.

ALTER SERVER AUDIT SPECIFICATION [INSTANCE_SPEC] ADD (AUDIT_CHANGE_GROUP)

ALTER DATABASE AUDIT SPECIFICATION [DATABASE_SPEC] ADD
(BACKUP_RESTORE_GROUP)

ALTER SERVER AUDIT SPECIFICATION [INSTANCE_SPEC] ADD
(BACKUP_RESTORE_GROUP)

ALTER DATABASE AUDIT SPECIFICATION [DATABASE_SPEC] ADD
(AUDIT_CHANGE_GROUP)

QUESTION 20

You want to ensure that changes to database object ownership are recorded. Which of the
following audit action groups should you add to a database audit specifcation to accomplish
this goal?

FAILED_DATABASE_AUTHENTICATION_GROUP
DATABASE_OBJECT OWNERSHIP_CHANGE_GROUP
DBCC_GROUP

DATABASE_OWNERSHIP_ CHANGE_GROUP

Case Study 4

You are confguring Transact-SQL code that will confgure options for your organization’s
newly deployed database instances. The code is as follows:

01
02
03
04
05
06
07
08
09
10
11
12

EXEC sys.sp_configure 'show advanced options', 1;
GO

RECONFIGURE;

GO

EXEC sys.sp_configure 'min server memory', 1024;
GO

EXEC sys.sp_configure 'max server memory', 4096;
GO

sp_configure 'fill factor', 90;

GO

RECONFIGURE;

GO
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13 USE [master]

14 GO

15 ALTER DATABASE [model] SET RECOVERY FULL WITH NO_WAIT
16 GO

17 sp_configure 'Database Mail XPs', 1;

18 GO

19 RECONFIGURE;

20 GO

21 EXECUTE msdb.dbo.sysmail_add_account_sp

22 @account_name = 'Litware2012 Administrator',

23 @email_address = 'litware20l12@contoso.com',

24 @mailserver_name = 'smtp.contoso.com' ;

25 EXECUTE msdb.dbo.sysmail_add_profile_sp

26 @profile_name = 'Litware2012 Mail Profile',

27 @description = 'Profile used for administrative mail.' ;
28 EXECUTE msdb.dbo.sysmail_add_profileaccount_sp

29 @profile_name = 'LitWare2012 Mail Profile',

30 @account_name = 'Litware2012 Administrator',

31 @sequence_number = 1;

32 EXECUTE msdb.dbo.sysmail_add_principalprofile_sp

33 @profile_name = 'LitWare2012 Mail Profile',

34 @principal_id = 0,

35 @is_default = 1;

36 EXECUTE msdb.dbo.sp_set_sqlagent_properties @email_save_in_sent_folder=1,
37 @databasemail_profile='LitWare2012 Mail Profile',
38 @use_databasemail=1;

Questions

Answer the following questions to test your knowledge of the information in this case study.
Refer to the code sample as necessary. You can fnd the answers to these questions and
explanations of why each answer choice is correct or incorrect in the “Answers” section at the
end of this chapter.

QUESTION 1
Which line of code would you change if you wanted to increase the maximum amount of
memory available to the instance?

A. 09
B. 05
c. 07
D. 17

QUESTION 2
Which of the following steps must you perform before executing lines 36 through 38 of the
case study code?

A. Start the SQL Server Browser service.

B. Stop the SQL Server Agent service.
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C. Start the SQL Server Agent service.

D. Stop the SQL Server Browser service.

QUESTION 3

You want to modify the address of the SMTP mail server used by the Litware2012
Administrator database mail account. Which of the following lines of code would you modify
to accomplish this goal?

A. 34
B. 23
C. 24
D. 37

QUESTION 4
Which line of code would you modify if you wanted to change the minimum amount of
memory allocated to the instance?

A. 09
B. 05
C. 07
D. 17

QUESTION 5
Which confguration option would you use with the sp_confgure stored procedure to set the
processor cores that a Database Engine instance uses for processing tasks?

A. backup compression default
B. affnity I/0 mask
C. affnity mask

D. recovery interval

QUESTION 6
Which line of code would you modify if you wanted to change the default recovery model for
all future databases created on the instance?

A. 15
B. 17
C. 09
D. 38
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QUESTION 7
Which line of code would you modify to change the principal database mail profle from
public to private?

A. 34
B. 23
C. 24
D. 37

QUESTION 8
Which line of code would you modify if you wanted to change the default fll factor used with
indexes on the instance?

A. 09
B. 05
C. 07
D. 17

QUESTION 9
Which confguration option would you use with the sp_confgure stored procedure to set the
maximum time between automatic checkpoints at the instance level?

A. backup compression default
B. affnity I/0 mask
C. affnity mask

D. recovery interval

QUESTION 10
You want to ensure that specifc standard options are present in each newly created database.
Which of the system databases should you confgure to accomplish this goal?

A. master
B. model
C. msdb
D. tempdb

QUESTION 11
Which line of code enables database mail?

A. 09
B. 05
c. 07
D. 17
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QUESTION 12
Which line of code would you modify to alter the email address associated with the
Litware2012 Administrator database mail account?

A. 34
B. 23
C. 24
D. 37

QUESTION 13

You want to disable backup compression by default on the instance confgured through the
case study code. Which of the following confguration options used with the sp_confgure
stored procedure would enable you to accomplish this goal?

A. backup compression default
B. affnity I/0 mask
C. affnity mask

D. recovery interval

QUESTION 14
You are creating a large number of jobs and alerts. Which of the following system databases
must you back up to ensure that the settings for these jobs and alerts are also backed up?

A. master
B. msdb
C. tempdb

D. model

QUESTION 15

A previous DBA confgured an instance so that all new databases are confgured to shrink
automatically to reclaim space. You want to change this option. Which of the following
options would you confgure with the ALTER DATABASE statement applied to the model
system database?

A. ALLOW_SNAPSHOT_ISOLATION
B. ENCRYPTION

C. AUTO_SHRINK

D. AUTO_CLOSE

QUESTION 16
You have created a large number of logins. Which system database should you immediately
back up to ensure that the logins are also backed up?

A. master

B. model
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C. msdb
D. tempdb

QUESTION 17
Which line of code would you alter to change the database mail profle used by SQL Server
Agent?

A. 34

B. 23

C. 24

D. 37

QUESTION 18

You want to confgure specifc processor cores to handle disk input/output (1/0) operations.
Which of the following confguration options of the sp_confgure stored procedure would you
set to accomplish this goal?

A. backup compression default
B. affnity I/0 mask
C. affnity mask

D. recovery interval

QUESTION 19
You are confguring an instance that will host secure databases. You have enabled transpar-
ent data encryption on several databases already and want to ensure that all future databases
have this option enabled. Which of the following statements would you issue to accomplish
this goal?

A. ALTER DATABASE [tempdb] SET ENCRYPTION ON

B. ALTER DATABASE [master] SET ENCRYPTION ON

C. ALTER DATABASE [msdb] SET ENCRYPTION ON

D. ALTER DATABASE [model] SET ENCRYPTION ON

QUESTION 20

A previous database administrator confgured databases on an instance to shut down cleanly
when the last user closes his or her connection. This is causing performance problems when
new users connect. Which of the following options would you use with the ALTER DATABASE
statement to ensure that databases stay online even when no users are currently connected?

A. ALLOW_SNAPSHOT ISOLATION
B. ENCRYPTION
C. AUTO_SHRINK
D. AUTO CLOSE
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Answers

This section contains the answers to the questions for each of the code case studies in this
chapter.

Case Study 1

QUESTION 1 Correct Answer: C

A.

Incorrect. It is not necessary to reconfgure and restart the SQL Server service prior to
line 01. The frst line that cannot be executed without reconfguring and restarting the
SQL Server service is line 13.

Incorrect. It is not necessary to reconfgure and restart the SQL Server service prior to
issuing the CREATE DATABASE statement.

Correct. FILESTREAM must be enabled on the service and the service must be
restarted prior to line 13.

Incorrect. It is not necessary to reconfgure and restart the service prior to confguring
the FILESTREAM access level.

QUESTION 2 Correct Answer: C

A.

Incorrect. You cannot use SQL Server Management Studio to enable FILESTREAM

on the SQL Server service. You can use SQL Server Management Studio to confgure
FILESTREAM on the instance, as you do on line 09, but you must also modify the ser-
vice by using SQL Server Confguration Manager.

Incorrect. You cannot use SQL Server Installation Center to enable FILESTREAM on the
SQL Server service.

Correct. You use SQL Server Confguration Manager to enable FILESTREAM on the SQL
Server service.

Incorrect. You cannot use SQL Server Profler to enable FILESTREAM on the SQL Server
service.

QUESTION 3 Correct Answer: B

A.

Incorrect. This line of code confgures a database to use contained authentication but
does not enable contained authentication at the instance level.

Correct. The sp_confgure ‘contained database authentication’, 1; statement allows the
instance to support databases that use contained authentication.

Incorrect. Line 20 allows the use of fle tables in the Litware2012 database.

Incorrect. Line 32 creates a user that uses contained authentication but doesn’t enable
this functionality at the instance level.
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QUESTION 4 Correct Answer: A

A.

Correct. You use the BACKUP MASTER KEY statement to back up a database master
key.

Incorrect. You use the ALTER MASTER KEY statement to modify a database master key.
You cannot use this statement to back up a database master key.

Incorrect. You use the DROP MASTER KEY statement to remove an existing database
master key. You cannot use this statement to back up a database master key.

Incorrect. You use the CREATE MASTER KEY statement to create a database master
key. You cannot use this statement to back up a database master key.

QUESTION 5 Correct Answer: C

A.

Incorrect. Line 35 deals with the database master key rather than with the database
encryption key.

Incorrect. Line 37 deals with the certifcate rather than with the database encryption
key.

Correct. You would modify line 42 to increase the database encryption key length by
changing the algorithm from AES_128 to AES_256.

Incorrect. Line 46 enables encryption on the database but does not enable you to
confgure database key length.

QUESTION 6 Correct Answer: C

A.
B.

Incorrect. A 128-bit AES key is not as cryptographically strong as a 256-bit AES key.
Incorrect. A 192-bit AES key is not as cryptographically strong as a 256-bit AES key.
Correct. A 256-bit AES key will provide the strongest database encryption key.

Incorrect. A key generated by the TRIPLE_DES_3KEY algorithm is not as cryptographi-
cally strong as a key generated by AES_256.

QUESTION 7 Correct Answer: D

Incorrect. FILESTREAM must be enabled to use fle tables.
Incorrect. Line 20 confgures directory FTBLE to be used for fle table operations.
Incorrect. Line 17 confgures the FILESTREAM fle to use the FSTRM directory.

Correct. Line 22 creates a fle table named DocStore.

QUESTION 8 Correct Answer: A

A.

Correct. Change this line of code to select a different directory to associate with fle
tables.

Incorrect. This line creates a new fle table named DocStore.
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C. Incorrect. This line confgures the database as partially contained.

D. Incorrect. This line confgures the directory used for FILESTREAM, not the directory
associated with fle tables.

QUESTION 9 Correct Answer: C
A. Incorrect. Line 24 allows databases to use contained database authentication, but it
is not until line 30 that the Litware2012 database is confgured to support contained
authentication.

B. Incorrect. This line enables FILESTREAM at the instance level; it does not enable con-
tained authentication.

C. Correct. Line 30 confgures the Litware2012 database to support contained
authentication.

D. Incorrect. Line 35 creates a database encryption key; it does not confgure the data-
base to support contained authentication.

QUESTION 10 Correct Answer: D
A. Incorrect. This statement creates a contained user that uses SQL Server authentication
rather than database authentication.

B. Incorrect. This statement creates a login rather than a user.
C. Incorrect. This statement creates a normal, non-contained database user mapped to a
login.

D. Correct. This statement creates a contained user mapped to the contoso\contained
_user_b Active Directory account.

QUESTION 11 Correct Answers: A and D
A. Correct. The Tertiary flegroup is created on line 5 of the case study code.

B. Incorrect. No flegroup named Secondary is created in the case study code.

C. Incorrect. DocStore is the name of a table created by the code, not a flegroup created
by the code.

D. Correct. The FileStreamFileGroup flegroup is created on line 13 of the case study
code.

QUESTION 12 Correct Answer: A
A. Correct. You use the ALTER DATABASE statement with the REMOVE FILE option to
remove any fles in the flegroup and then the REMOVE FILEGROUP option to remove
the flegroup.

B. Incorrect. You cannot use the ALTER SCHEMA statement to remove a flegroup.
C. Incorrect. You cannot use the DROP DATABASE statement to remove a flegroup.

D. Incorrect. You cannot use the DROP SCHEMA statement to remove a flegroup.
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QUESTION 13 Correct Answer: A

A.

Correct. Line 24 allows the creation of databases that use contained authentication.
Incorrect. Line 09 confgures the instance to support FILESTREAM.

Incorrect. Line 30 confgures the Litware2012 database to support contained authenti-
cation. Line 24 enables this functionality at the instance level.

Incorrect. Line 35 creates a database encryption key, which is not necessary for con-
tained authentication.

QUESTION 14 Correct Answers: C and D

A.

Incorrect. It is not necessary to create a new database master key because one is
already present on the instance.

Incorrect. It is not necessary to create a new server certifcate because one is already
present after executing the case study code.

Correct. You must create a database encryption key for the TailspinToys database
before you can enable transparent data encryption.

Correct. You must use the ALTER DATABASE ... SET ENCRYPTION ON statement to
enable transparent data encryption for the TailspinToys database.

QUESTION 15 Correct Answer: A

A.

Correct. You use the ALTER DATABASE [Litware2012] ADD FILE (NAME=[newfle.ndf],
FILENAME=[c:\DBFILES\newTfle.ndf]) TO FILEGROUP [Tertiary] statement to add the fle
to the flegroup.

Incorrect. The ALTER ENDPOINT statement enables you to modify the properties of an
endpoint. You cannot use this statement to add a fle to a flegroup.

Incorrect. The ALTER SCHEMA statement enables you to change the properties of a
schema. You cannot use this statement to add a fle to a flegroup.

Incorrect. The ALTER TABLE statement enables you to change the properties of a table.
You cannot use this statement to add a fle to a flegroup.

QUESTION 16 Correct Answer: B

A.

Incorrect. This statement is related to contained database authentication and is not
related to FILESTREAM.

Correct. You must enable FILESTREAM access at the instance level and at the SQL
Server service level before it is possible to confgure individual databases to use
FILESTREAM.

Incorrect. This statement confgures a specifc database for contained authentication
and is not related to FILESTREAM.

Incorrect. This statement creates a database encryption key and is not related to
FILESTREAM.
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QUESTION 17 Correct Answer: C

A.
B.
C.
D.

Incorrect. This line creates a new fle table named DocStore.

Incorrect. This line confgures the database as partially contained.

Correct. This line designates the folder that hosts the FILESTREAM fle.

Incorrect. This line confgures the directory used for fle tables, not for FILESTREAM.

QUESTION 18 Correct Answer: A

A.

Correct. You use the ALTER DATABASE statement with the MODIFY FILEGROUP param-
eter to make a flegroup read-only.

Incorrect. The ALTER ENDPOINT statement enables you to modify the properties of an
endpoint. You cannot use this statement to make a flegroup read-only.

Incorrect. The ALTER SCHEMA statement enables you to modify the properties of a
schema. You cannot use this statement to make a flegroup read-only.

Incorrect. The ALTER TABLE statement enables you to modify the properties of a table.
You cannot use this statement to make a flegroup read-only.

QUESTION 19 Correct Answer: B

A.

Incorrect. This statement is used when you attach an encrypted database to a new
instance but cannot be used to change the master key password.

Correct. Use the ALTER MASTER KEY statement to change the password of the data-
base master key.

Incorrect. This statement enables you to remove the database master key but cannot
be used to change the master key password.

Incorrect. This statement enables you to close the master key in a session but cannot
be used to change the master key password.

QUESTION 20 Correct Answer: D

A.

Incorrect. Line 24 enables database authentication; it does not create a database
master key.

Incorrect. Line 09 enables FILESTREAM at the instance level; it does not create a data-
base master key.

Incorrect. Line 30 confgures the Litware2012 database to use partial containment; it
does not create a database master key.

Correct. You can create certifcates only after you have created the database master
key.
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