STATE OF MARYLAND
CRIMINAL JUSTICE INFORMATION ADVISORY BOARD
POST OFFICE BOX 5743 PIKESVILLE, MARYLAND 21282

Leigh B. Middleditch, Chairman

January 4, 2007

The Honorable Mary Ann Saar, Secretary
Maryland Department of Public Safety and
Correctional Services

300 East Joppa Road

Suite 1000

Towson, Maryland 21286

Dear Secretary Saar:

ROBERT L. EHRLICH, JR.
GOVERNOR

MICH .S. STEELE
LIEUTENANI GOVERNOR

Attached, please find the 2006 Report on Interoperability as prepared by the Criminal Justice
Information Advisory Board. The report details the current status of criminal justice information

systems interoperability within the State of Maryland.

This report was submitted to the Governor and the General Assembly pursuant to Maryland
Code, Criminal Procedure article, § 10-210(6), as well as to the Department of Legislative Services in

accordance with State Government article § 2-1246.

If I may be of further assistance on this or any other matter, please feel free to contact me at

410-974-2399.

Very truly yours,

Leigh B Middleditch, Chairman

Criminal Justice Information Advisory Board
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The Criminal Justice Information (CJIS) Advisory Board was created by statute in 1976.! The
Board’s primary duty is to advise the Secretary of Public Safety and Correctional Services and the
Chief Judge of the Maryland Court of Appeals on the development, operation, and maintenance of the
State’s criminal justice information systems. Since 1992, the Board has also served as Maryland’s
Task Force on Criminal Justice Records Improvement (CJRI).

The CJIS Advisory Board includes representatives from a broad section of the criminal justice
community including public safety, the courts, law enforcement, and homeland security. The Board
includes members from the legislative branch, county and municipal government, and the public.
Recent legislation enacted in 2005 increased the membership from 22 to 24 members and now includes
the Director of the Governor’s Office on Homeland Security (GOHS) and the Maryland State Chief
Information Officer.

Under the leadership of Chairman Leigh Middleditch, Criminal Justice Program Director at
GOHS, the Board recognizes its unique responsibility in the many national, regional and state efforts
associated with sharing and utilizing criminal justice information. A key objective of this board has
been to bring together Maryland’s Public Safety stakeholders to pursue real = ‘ormation sha g
through interagency communication and coordination.

Under Maryland law, the Board has the additional responsibility for submitting an annual
report to the _vernor and General Assembly which describes the compatibility and interoperability of
communication and information management systems maintained by the State’s judiciary, public
safety and ' minal justice entities.

II. WHATIS CJIS INTEROPERA™™ ™Y AND WHY IS IT IMPORTANT ?

The concept of interoperability refers to the ability to share critical information at key decision
points throughout the criminal justice enterprise. Interoperability also includes the sharing of certain
information with agencies that are not directly involved in crimi1  justice,: “raspul = ° “'h,drug
treatment providers, and social services, which need greater access to criminal justice information.
Furthermore, interoperability also extends to exchanges of information with e general public, where
appropriate.

«.aditionally, jurisdictions and agencies have built standalone information systems to meet
only their individual needs. Systems were not typically designed to support the operations of more
than a single agency. This created =1 environment in which many agencies and local jurisdictions ha
older systems that were not capabl »>f ‘speaking the same language’ which necessarily limited their
ability to interconnect.

T 5 7 rto better protectth >ublic: nst the threats po 1by terrorists, sex offenders, drug
traffickers, criminal gangs, and otl - dangerous criminals, law enforcement and public safety agencies
need the ability to readily access a  share each other’s information. The state interoperability

! Maryland Code, Criminal Procedure article, §§ 10-207(a). This Annual Report on Interoperability is submitted to the
Governor and to the General Assembly pursuant to statutory reporting requirements codified in Criminal Procedure article
§ 10-210(6) and State Government article, §2-1246, respectively.
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fingerprints also promotes higher accuracy in comparison of a subject’s fingerprints because of the
tendency of ink fingerprints to smu¢

Network Livescan supports the goal of helping to keep Maryland communities safe and achieve the
objective of the CJIS Central Repository to have records that demonstrate a 90% rate of accuracy,
timeliness and completeness in annual audits by providing for rapid identification of offenders.

1. The Public Safety Impact of the Network Livescan (NLS) Projects
a. Hazmat CDL

Implements the federal requirements established under the USA PATRIOT Act to
perform background investigations for applicants of new or renewal commercial
driver’s licenses.

Improves safety of Maryland roadways and promotes public confidence in security
of transportation of hazardous materials.

b. Criminal Rollout

Places electronic equipment in criminal justice facilities to allow law enforcement to
make rapid criminal identifications from national databases.

Enables 20 minute response time for processing of fingerprints resulting in rapid
positive identification of criminal suspects.

c¢. Electronic Applicant

Enables electronic processing of fingerprints for applicants of various licenses such
as child care.

Expedites timeframe for processing distinct images of non-criminal applicants’
fingerprints from 6-8 weeks to 2-3 workdays if images are captured by Livescan
technology.

2.  The Significant Accomplishments of the Network Livescan Components
a. Hazmat CDL

Installed manual submission HazMat CDL process.
Implemented electronic submission HazMat CDL process.
Brought all Hazmat CDL sites into operation.

b. Criminal Rollout

Phase I of the Criminal Rollout (deploying Livescan Equipment to 15 sites where
impact was projected to be the most significant) was completed in July 2006.
Phase II of the Rollout is underway and the following accomplishments have been
completed:
o NLS machines are installed and working in production in Cumberland and
Hagerstown Police Departments.
o Annapolis Police Department NLS machines are installed and working in
test mode until training is completed.
o Westminster Maryland State Police and MSP Licensing are installed and

running in test mode and will be moved into production after two weeks of
pilot testing.






Enables searching of records against MAFIS and the electronic submission of records to
IAFIS to receive responses from the FBI within 2 hours for criminal queries and 24 hours
for applicant queries.

* Facilitates the ability to positively identify a criminal suspect while still in custody.

* Improves accuracy and reliability of results with data consistency via one-time entry.

* Moves Maryland toward achieving a 100% rate of transmitting electronic criminal and
applicant fingerprints to IAFIS.

2. Significant Accomplishments of the MAFIS Replacement Program

* The initial review of the planning documents for the Executive Business Sponsor sign-off is
complete.

* The Transaction Contro r software, which is the workflow manager of the MAFIS system
is in design.

* Over 7 =illion paper fingerprint cards will be converted and housed electronically to
produce electronic fingerprint cards. Preparation for this extensive work has begun.

* System Develop Life Cycle (SDLC) Documentation which lays the fo  lation for
management and participation in this project has been completed.

* RFP for Business/Systems Analysis consulting services to define the final and technical
requirements of the new system has been awarded.

* MAFIS was introduced as the cornerstone of the ID Maryland initiative to keep Maryland
citizens safe with state-of-the-art technology and real-time information sharing systems.

C. ID Maryland — National Crime
Information Center (NCIC)

DEPT. PUBLIC
SAFETY &
This program will give law enforcement personnel i CORBECTIONAL -
. . . | SERVICES }
access to several online databases that will assist
them in their duties, including the FBI’s NCIC i
database, Maryland’s Hot Files, the MV A database,
and the National Law Enforcement
Telecommunications Service (NLETS).

| MARYLAND STATE |
The new system is compliant with federal mandates | POLICE '
to support the FBI’s NCIC application. This project
will achieve the federally established goal of rolling
out the NCIC system to all statewide law

enforcement agencies.

The NCIC system investments supports the entire core/priority mission functions performed by the
Maryland State Police and other law enforcement agencies. The system provides timely data tc w
enforcement agencies more efficiently and with a reduced source commitment, which will assist law
enforcement in apprehending fugitives and locating missing persons and stolen property.
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* Allows law enforcement personnel “Hot” files and checks for open warrants, stolen items,
missing persons, and other valuable information.

* Allows access to MVA records, such as driver’s license and vehicle registration
information, which will result in increased apprehensions of criminal and traffic violators.

2. Significant Accomplishments of ID Maryland — The Connected Force (“Smart Car™)

* Conducted training to officers on new equipment.

* Received 997 (83%) of the 1,198 new radios/repeater units ordered for this project
Completed installation of 258 radio and repeater sets and transferred 280 sets for
inst. ation by field units.

* 125 MSP personnel now utilize CAPWIN access and capability through mobile data
terminals. In the past year a single MSP personnel processed more than 50,000 CAPWIN

queries.
. UDLILI——‘

E. ID Maryland - DNA Database and oot |
Crime Laboratory Improvement | Servers
As part of his ID Maryland initiative, Governor Ehrlich
proposed to expand Maryland’s capacity for law enforcement LA
agencies to collect and analyze DNA samples that can help { Tcourts |
close cold cases, convict the guilty, and exonerate the : 1 DNA _
innocent.

| |DATABASE|
The current law allows such samples to be collected in a state | MARVLAN™ = ‘ "

Circuit Court at the time of sentencing from a person
convicted of a felony or specified misdemeanor. Legislation
passed last year also requires that a person sentenced to a
period of probation rather than imprisonment must provide a
DNA sample as a condition of the probation. The samples o
are to be collected by an individual designated, as opposed to b
appointed, by the Director of the State Police Crime Laboratory.

SHERIFFS &
COUNTY

1. Public Safety Impact of ID Maryland - DNA Database and Crime Laboratory Improvement

* Expands the DNA database to include offenders sentenced to probation.

* Increases collaboration between the courts and public safety agencies by calling for
collection of DNA samples from new offenders at sentencing rather than on intake at a
correctional facility.

* Promotes interagency collaboration between the Maryland State Police and DPSCS to
improve offender DNA collection in prisons and local probation offices.

2. { mificant Accomplishments of ID Maryland - DNA Database and Crime Laboratory
Improvement

» Utilized expanded DNA database to resolve over 200 cases.

* Significantly reduced the backlog in DNA samples to be collected from prison inmates
from approximately 13,000 to less than 4,000.

* Established a network of state/local assistance to keep the required DNA samples flowing
into the system.
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* Requires a review of all sex offense cases to ensure that all offenders are all properly

classified and registered.

* Provides access through NCIC files to identify sex offender status.

2. Significant Accomplishments of SOCEM

* Launched the official SOCEM website which establishes a unified system for alerting the
public of non-compliant offenders (i.e., offenders who have failed to keep their registration
current) and includes an interactive tool for citizens to provide law enforcement authorities

with tip information to help find offenders.

* Implemented and installed Amber Alert text messaging capability on every State

Government-owned cellular phone.

» Finalized a “Citizen Alert” icon for Sex Offender Registry and SOCEM to be added in the

banner section of all state agency websites.

* Implemented a geographical mapping tool to aid in identification of Sex Offender

residences and community ‘high risk” areas.

* Implemented a zip code community notification program.
* Initiated activity in a National Activity Exchange System that allows notification to be
shared across states related to these offenders going in and out of the Department of

Corrections.

*  Phase I of our Statewide on-line registration program has been implemented.

G. Collaborative Supervision and Focused Enforcement (CSAFE)

A significant amount of crime in Maryland is
concentrated in relatively small geographical areas. The
goal of CSAFE is to identify areas that contribute to the
most significant crime levels within the participating
Jjurisdictions, and then customize a crime reduction and
prevention strategy that addresses the prevailing
problems. The strategy is developed through a
combination of state and local coordination, in-kind local
participation, and grant funds that are used to support
areas where local resources are unavailable or
insufficient.

Heightened Enforcement Accountability & Treatment
(HEAT) teams, which are responsible for implementing
the public safety elements of the CSAFE area’s strategic
plan include members of adult and juvenile probation,
community policing and treatment/intervention
components, housing and animal control representatives,
as well as local law enforcement.

| DEPARTMENT OF |
JUVENILE |

j

SERVICES

DEPT. PUBLIC
SAFETY &

1 CORRECTIONAL

SEDANMERQ

1 GOVERNOR'S E

OFFICE OF CRIME *
CONTROL&
PREVENTION E

| MARYLAND STATE

LOCAL LAW

1 ENFORCEMENT fp—

AGENCIES

FOLICE

CSAF~

CSAFE is focused on the premise of “Together We Win.” There is a top down commitment to the

CSAFE Progr

CSAFE Area.
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1. Public Safety Impact of Collaborative Supervision and Focused Enforcement (CSAFE)

Identifies the exact boundaries of high-crime areas to facilitate focused and coordinated law
enforcement, offender supervision, and crime prevention resources with the goal of
improving public safety.

Provides statewide support to public safety agencies and empowers community

st holde

Promotes cooperation and collaboration by state and local public safety agencies.

Promotes strategies to reduce offender recidivism, provide dri  ‘alcohol treatment and
exchange specific offender information through the use of information technology.

2. Significant Accomplishments of Collaborative Supervision and Focused Enforcement (CSAFE)

Submitted CSAFE plans for 50 designated areas.

Deployed HATS/CSAFE Information System.

Introduced digital photographs of offenders under supervision for use 7 law enforcement
and parole and probation.

Trained HEAT Teams in use of HATS/CSAFE Information System.

Provide CSAFE Training Summits for all sites.
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